Training Program (2016-2017)

CYBER CRIME BASIC COURSE
Dated From 02/05/2016 to 06/05/2016

DATE (DAY) TOPIC

& TIME

02/05/2016 DAY-1(MONDAY)

1000 - 1130 REGISTRATION (SG)
INAUGURATION & COURSE OVERVIEW

1140 - 1310 Overview Of Cyber Crime (NK)

IP Address(Static, Dynamic, Public& Private)/ Proxy Server
Information Gathering , Email Investigation, All Major Header
Email Forging/ Spoofing

1350 - 1520 CYBER CRIME AND CURRENT SCENARIO (STFTS)
1530 - 1700 OVERVIEW OF IT ACT 2000 & CASE STUDY (STETS)
03/05/2016 DAY-2 (TUESDAY )

1000 - 1130 CYBER ATTACKS / HACKING (RV)

System Hacking, Online Password Hacking, Social Media Cases ,
Online Crime Cases,
1140 -1310 VOIP Investigation & Case Study/ 1090 working (RV)
1350 -1520 HACKING METHODS (RV)
Website Hacking, Steganography, Phishing, Windows Forensic/
Registry, Wi-Fi Security and Wi-fi Hacking

1530 -1700 HANDS ON PRACTICE (RV)

04/05/2016 DAY-3 (WEDNESDAY)

1000 - 1130 SURVEILLANCE (STF SRK)

1140 - 1310 PRACTICAL SURVEILLANCE (NK)

1350 - 1520 MOBILE FORENSIC/ SIM (STF AC)
Evidence in mobile SIM/Handset/Network

1530 - 1700 SOCIAL MEDIA TOOL/ACTS (SG)

05/05/2016 DAY-4 (THURSDAY)

1000 - 1130 E-BANKING/ ONLINE BANKING/CREDIT CARD INVESTIGATION (BRA))

1140 - 1310 DIGITAL SIGNATURE/ NETWORKS/ (BRA))

1350 - 1520 SEIZING, SECURING & PRESERVING OF DIGITAL EVIDENCES (BRA))

INTRODUCTION TO FORENSIC TOOLS
Forensic Tool Kit / FTK Imager/ Registry Viewer
1530 - 1700 COPYING/BACKUP/IMAGING OF DIGITAL EVIDENCES (BRA)J)
Using FTK Imager/ Forensic Duplicator
use of Write Blocker/ Using Helix

06/05/2016 DAY-5 (FRIDAY)

1000 - 1130 INTERNET BANKING FRAUD (VY)
1140 - 1310 CLOUD COMPUTING/E-SECURITY (VY)
1350 - 1520 FORENSIC IMAGING/ REPORTING (FSL LAB VISIT)
Live System/ RAM dump/ Documentation during Imaging of Digital System
1530 - 1700 HANDS ON PRACTICE /WRAP UP SG)
TEA BREAK : 1130-1140 LUNCH BREAK :1310-1350
:1520-1530
TRAINING INCHARGE :SANJAY GUPTA, INSPECTOR MOB 4919454457771
COURSE CO-ORDINATOR  :BRAJ KUMAR, ASSTT. PROGRAMMER, MOB 491 9454405245

SG-SANJAY GUPTA, VY-VANDANA YADAYV, RV-RAHUL VISHWAKARMA, TS- TRIVENI SINGH
ADDL.SP, AC- DR. ARVIND CHATURVEDI ADDL.SP, SRK- SAHAB RASHID KHAN ADDL.SP, NK-
NAVEEN KUMAR



