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HUAT Campus Director LNJN NICFS,NFSU,Delhi Campus & 95 51:19/10/2026-
NICFS (NFSU DC)p fadie 20.07.2026, o w==m:19/11/2026-NICFS(NFSU_DC)
faie 20072026 T8 97 HE&:19/08/2026-NICFS(NFSU _DC) (ermfd o) @
ATAIHT BT BT B BN, TGS §RT NFSU,Delhi Campus # feiRaa faferal # amaifora
B8M drel AT P Bg U3 # Sifdd oad (SURIEes ¥ TR gfer 3fefleTh) B IR

UG ARPIRAT & AHDT TR PRI T Y& P! T8 © |

1- 05 Days “Special Course on Digital Forensics & Cyber Security” (Level 06-08)zq—

i 04-01-2027 to 08-01-2027
4th 15-02-2027 to 19-02-2027
. 26-04-2027 to 30-04-2027

BOFO | B BT A Sl B P @ JewR /ofdd | 3T eI
1 “Digital Forensics & 1* 05-10-2026 to 09-10-2026 | Suf~rer & F*réterd | LNJN NICFS,
Cyber Security (Level 06- 8). NFSU,Delhi
2nd 16-11-2026 to 20-11-2026 Campus
3rd 28-12-2026 to 01-01-2027
4th 01-02-2027 to 05-02-2027
5t 01-03-2027 to 05-03-2027
6" 28-03-2027 to 02-04-2027
2- 05 Days “Special Course on Cyber Security and Cyber Crime” (Level 09-11) &g—
FBOHO B BT AH I = P BT @ JaRR / el A I
2 | “Cyber Security and | [ 12-10-2026 to 16-10-2026 | gferd Jurdies & | LNJN NICFS,
Cyber Grime" > | 30112006 to 04-12-2026 | T~ 3o stefled | NFSU,Delhi
(Level 09-11). Campus




3- 03 Days “Special Course on Crypto Currency Investigations” (Level 06-08)

FOFO | PN BT AH I | P DI A JeR /°ad | A RId
3 | “Special Course on | | 09-09-2026 to 10-09-2026 | Iufiers & e | LNJN NICFS,
Crypto Currency 5 1.10-2026 10 23-10-2026 | (Level 06-8). NFSU,Delhi
Investigations Campus
31 25-11-2026 to 27-11-2027
4th 27-01-2027 to 29-01-2027
5t 24-03-2027 to 26-03-2027
6 19-04-2027 to 21-04-2027
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Cc "Dr. M]inakshn Sinha"<minakshi.sinha_dc@nfsu.ac.in> SCANV\EE DG Traini

| : _ R. No..611%.

| ate: & I o
Dear Sir/Madam, 24 JUL 2005 Date: IR

The National Forensic Sciences University, Delhi Campus (LNJN
NICFS, NFSU - Delhi Campus), under the scheme of Indian Cyber
Crime Coordination Centre (I4C), Ministry of Home Affairs is
organizin? the following courses for Law Enforcement Agencies:

* 05 Days Special Course on Digital Forensics & Cyber
Security (Level 06-08).

e 05 Days Special Course on Cyber Security and Cyber L/
Crime (Level 06-08).

e 03 Days Special Course on Crypto Currency
Investlgatlons (Level 06-08). ‘

The courses will be conducted in Offline/Physical Mode at NFSU
Delhi Can?pus The nominations may kindly be sent as per the
information contained in the nomination letter at the earliest
possible.

The calling of nominations letter is attached herewith for your
reference,

| 3[o#/24 ATHR | Bes't Regards,

Mi?@ > [H|C ﬁ{__,__,

TI\‘FTW'I Rajan Kumar
UYRI URI&T | In-charge Training -
i) fagm fayfaemey, i ukeR| National Forensic Sciences
U ver5|tyI Delhi Campus
WS GRT G TP Ao BT TRIF) T8 HARY, HRA IWHBR
(An Institution of National Importance) Ministry of Home Affairs, Govt. of
India '
Contact No.: +91- 9812411994

' National Forensic
- Sciences University

i Knowledge | Wisdom | Fullilment
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Calling of Nominations -Special Courses on Digital Forensics, DG
Cyber Security & Crypto Currency Investigations Training

Calling of Nominations -Special Courses on Digital Forensics, Cyber Security & Crypto Currency Investigations

“Training Delhi Campus < training_dc@nfsu.ac.in >
Wed, 22 Jul 2026 4:16:04 PM +0530

To "dgtraining"<dgtraining@nic.in>,"dgtraining"<dgtraining@up.nic.in>,"dgp"

<dgp@appolice.gov.in>,"igptrainingap”
<igptrainingap@gmail.com>,"appoliceacademy2023"
<appo|iceacademy2023@gmail.com>,"ig-trg"<ig-trg@jhpolice.gov.in>,"DGP
Maharashtra"<dgpms.mumbai@mahapolice.gov.in>,"adg.trg.office”
<adg.trg.office@mahapolice.gov.in>,"A. A. Patvardhan”
<trg.directorate@mahapolice.gov.in>,"ig.training"
<ig.training@mahapolice.gov.in>,"Assam DGP"
<dgp@assampolice.gov.in>,"digp-adm"<digp-adm@assampolice.gov.in>,"aigp-
trg"<aigp-trg@assampolice.gov.in>,"dgp"<dgp@tripurapolice.nic.in>,"digp-hgtpa”
<digp—hqtpa@tripura.gov.in>,"cp"<cp@kolkatapolice.gov.in>,"jtcp—training"<jtcp-
training@kolkatapolice.gov.in>,"police"<police@ksp.gov.in>,"dgptraining”
<dgptraining@ksp.gov.in>,"igptrg"<igptrg@ksp.gov.in>,"dgp-chattisgarh"<dgp-
chattisgarh@yahoo.co.in>,"adgptrg18"
<adgptrg18@gmail.com>,"aigtrainingphq007"

<aigtrainingphq007 @gmail.com>,"hpa.director"
<hpa.director@hry.nic.in>,"trgpolice"<trgpolice@hry.nic.in>,"igp-apt-hp"<igp-apt-
hp@nic.in>,"adgptrg.pol'<adgptrg.pol@kerala.gov.in>,"Shailesh Singh"
<adg_trg@mppolice.gov.in>,"Arunachal Pradesh Police"
<arpolice@rediffmail.com>,"principal-pts"<principal-
pts@goapolice.gov.in>,"compr-trg“<compr-trg@gujarét.gov.in>,"Clay Khongsai"
<ckhongsaiips@gmail.com>,"trgphq"<trgphq@gmail.com>,"igptrg-meg"<igptrg-
meg@gov.in>,"trg.mlp-meg"<trg.mlp-meg@gov.in>,"DIG Training”
<digtraining.mizoram@gmail.com>,"dir.bpspa"
<dir.bpspa@nic.in>,"crl.ppa.phir.police"
<crl.ppa.phlr.police@punjab.gov.in>,"adgptrgraj"
<adgptrgraj@gmail.com>,"aphq.skmpol"<aphq.skmpol@nic.in>,"adgptraining"
<adgptraining@sikkimpolice.nic.in>,"dysppts.and"<dysppts.and@nic.in>,"dgp-
police-ua"<dgp-police-ua@nic.in>,"police.chd” ,
<police.chd@nic.in>,"hareshwar.swami"<hareshwar.swami@gov.in>,"splcp-trg-
dI"<splcp-trg-di@nic.in>,"sppts.pon"<sppts.pon@nic.in>,"ccr.pon”
<ccr.pon@nic.in>,"gso1trgdgar"<gso1trgdgar@gmail.com>,"trgdte"
<trgdte@bsf.nic.in>,"DIG(Trg), CBI Academy"<digtrg@cbi.gov.in>,"IG TRG"
<igtrg@cisf.gov.in>,"adgtrg"<adgtrg@crpf.gov.in>,"rkverma"
<rkverma@dcpw.gov.in>,"IG(Trg) Dte.Gen. ITBP"<igtrgdte@itbp.gov.in>,"NCRB"
<ncrbtrg@gmail.com>,"director"<director@ncrb.gov.in>,"dig trgopsndrf"
<dig.trgops.ndrf@gov.in>,"dir academy-ndrf"<dir.academy-ndrf@gov.in>,"nepa-
meg"<nepa-meg@nic.in>,"digtrg"<digtrg@nsg.gov.in>,"ig.trgssb"
<ig.trgssb@ssb.gov.in>,"Rajesh Kumar"<trgspm.35@gov.in>,"training.nia"
<training.nia@gov.in>,"dgp"<dgp@)jhpolice.gov.in>,"dgpjharkhand”
<dgpjharkhand@gmail.com>,"IG Training"
<igtraining.bih@gmail.com>,"naptrainingcentre@gmail.com”
<naptrainingcentre@gmail.com>,"adgp.trg.police” - :
<adgp.trg.police@punjab.gov.in>,"Training Branch; West Bengal Police
Directorate"<trgbranchwbp@gmail.com>,"Training Section TS"
<igptraining2017@gmail.com>

< dgtraining@ s.in >
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S o National Forensic Sciences University

(An Institution of National Importance, Ministry of Home Affairs, Government of India) >

| : Most Immediate
No. 19/10/2026-NICFS(NFSU_DC)p '

Dated 2.0 July, 2026
01 Director, All CPOs
02 DGP/IGP, All States/UTs
03 Commissioner of Police, Delhi/Kolkata/Mumbai/Chennai

Sub: Nominations for 05 Days "“Special Course on Digital
Forensics & Cyber Security” for LEAs Officers (Level 06
to 08) - regq.

Sir/Madam,

The National Forensic Sciences University, Delhi Campus
(LNJN National Institute of Criminology & Forensic Science) is
conducting the above mentioned Course for LEAs Officers
(Level 06 to 08) under the scheme of Indian Cyber Crime
Coordination Centre (14C), Ministry of Home Affairs (MHA), New
Delhi.

2. NFSU Delhi Campus will be organizing these courses in
Offline/Physical Mode at its NFSU Delhi Campus. NFSU Delhi
Campus invites nominations of minimum four (04) Officers.
‘The NFSU Delhi Campus proposes to organize 06 such batches
as per the following schedule:

S. No. | Batch No. Duration (05 Days)
1 1= 05-09 October, 2026
2 S - 16-20 November, 2026
3 3™ 28 December-01 January, 2027
4 . 4% 01-05 February, 2027
5 5t 01-05 March, 2027
6 6t : 29 March-02 April, 2027

The Nominations may be sent together for all the above
batches or batch wise prior to 02 weeks before the
commencement of the batches. Nominated officers can be
replaced by another in the same category by the department

" Contd/-...
TP UHY, J&aTerd / NFSU Headquarter - ' ﬁ:e—eﬁ gfR¥R { Delhi Campus
. SIFeR-09, MR, T[SRTG—382007/ Sector-09 Gandhinagar, | TATEIT TR, TTeHTwy, / LNIN NICFS NFSU
®i4 / Ph.: 079-23977102/103 Yqe-03, Feex R A, ufevll, fReeh-110085 /
$a¥ [ Fax : 079.23247465 - : Sector-03, Outer Ring Road, Rohini, Delhi-110085
$94<l / Email : exe_registrar@nfsu.ac.in .. W9/ Ph.: 011-27521433, 27514161, 27525084
JewIsc / Website : https Jiwww.nfsu.acin . B / Fax : 011-27510586 | S / Email : admin_dc@nfsu.ac.ir

dTaTse / Website - httos://www.nfsu.ac.in



) :02:
03 The details of the nominated officer may please be
intimated as per the following Proforma:

Batch No. & Name and

Duration Designation MOb;"e No Email-id

04 Officers will be accommodated in NICFS NFSU, Delhi
Campus. The 06 days accommodation for officers coming from
outside Delhi will be arranged by NFSU Delhi. No Course Fee
will be charged for these | Courses (including
boarding/lodging). - |
{

05 The University welcomes the reply by E-mail ID:
training_dc@nfsu.ac.in in its endeavor to be an eco-friendly

~ organization.

Prof (Dr) Purvi P riyal
Campus Director
LNIN NICFS NFSU Delhi Campus

. Copy to: Col. Tarun Uppal, Director (14C),_ Indian Cyber Crime Coordination = .

Centre, CIS Division, 5% floor, NDCC-II, Jai Singh Road, New Dglhi(though mail)




ol e e

i R g A

e




~ Special Course on Digital Forensic and Cyber Security for Law
Enforcement Agencies (Level 06-08) 3

ABOUT THE COURSE

The rapid growth of digital technology has significantly transformed the nature of crime and
criminal investigation. Computers, mobile phones, internet-based platforms, digital payment
systems, cloud services, CCTV systems, IoT devices, drones, cryptocurrency platforms, and Al-
enabled tools are now increasingly being used either as instruments of crime or as sources of crucial
evidence. As a result, digital evidence has become an important component in the investigation of
cybercrime as well as technology-assisted conventional crimes.

Law Enforcement Officers, particularly Investigating Officers, are often the first responders in cases
involving digital evidence. Their actions at the initial stage of investigation play a vital role in
ensuring that electronic evidence is- properly identified, collected, preserved, documented, and
forwarded for forensic examination. Any improper handling, altération, delay, or lack of
documentation may affect the integrity, authenticity, and admissibility of digital evidence during
investigation and trial.

[n view of these challenges, this Special Course on Digital Forensic and Cyber Security for Law
Enforcement Agencies has been designed to provide practical and investigation-oriented training
to officers dealing with cybercrime and digital evidence. The course focuses on field-level
procedures such as digital evidence identification, first response, seizure, preservation, hashing,
chain of custody. documentation, forensic examination, and admissibility of electronic evidence.

The programme also provides exposure to important areas such as computer frauds, banking and
digital payment frauds, CDR/IPDR and subscriber information, mobile device evidence, CCTV and
digital image authentication, [oT forensics, cloud and email evidence, cryptocurrency fraud
investigation, drone forensics. deepfake and Al-enabled cybercrime, and the legal framework
relating to digital evidence under the new criminal laws. These topxcs are aligned with the revised
course schedule prepared for Law Enforcement Agencies.

The course aims to strengthen the practical capacity of Investigating Officers to handle digital
evidence in a forensically sound and legally acceptable manner. It will also help participarits _
coordinate effectively with forensic laboratories, banks, service providers, cyber cells, and
specialised agencies during the investigation of cybercrime and technology-assisted offences.



Vo

_'COV™SE OBJECTIVES

! ~ The course objective to equip Law Enforcement Officerswith specialized knowledge and

skills relevant to the intersection of criminal justice and digital forensics. Participants will:

e Understand thé role of Investigating Officers in cybercrime aﬁd digital forensic
investigation.

e Learn the principles of digital evidence identification, collection, preservation, seizure,
hashing, documentation, and chain of custody.

» Gain practical exposure to mobile forensics, CCTV and image forensics, IoT forensics,
cloud and email forensics, drone forensics, and cryptocurrency-related evidence.

e Understand the investigation approach for banking frauds, digital payment frauds,
computer frauds, Al-enabled cybercrime, deepfakes, and online financial crimes.

e Develop familiarity with CDR, IPDR, subscriber. information, service provider
coordination, and digital evidence requisition procedures. |

e Learn the legal requirements for admissibility of digital evidence, SOP compliance, and

presentation of forensic findings during investigation and trial.




TRAINING CURRICULUM 3 ' : 8

The Special Course on Digital Forensic and Cyber Security for Law Enforcement Agencies is
designed to equip Law Enforcement Officers, particularly Investigating Officers, with practical
knowledge and skills required for handling cybercrime cases and digital evidence in a forensically sound
manner. '

The programme focuses on the complete digital evidence lifecycle, including identification, collection,
preservation, seizure, hashing, documentation, chain of custody, forensic examination, and admissibility
of digital evidence during investigation and trial. The course also provides exposure to important areas
such as computer frauds, digital payment frauds, mobile forensics, CCTV and image evidence, IoT
devices. cloud and email evidence, cryptocurrency fraud, drone forensics, deepfake investigation, and
the legal framework under new criminal laws.

The following critical topics will be covered during the programme:
1 Digital Evidence Identification, Collection and Preservation:

» Understand the nature and importance of digital evidence in cybercrime and technology-assisted
criminal cases.
» Learn how to identify, collect, preserve, and document electronic devices and digital evidence at the
initial stage of investigation.
» Understand the role of the first responder in preventing alteration, deletion, or contamination of
- digital evidence. '

2. First Response and Documentation of Digital Evidence:

+ Learn the correct procedure for seizure, packing, sealing, labelling, and forwarding of digital
evidence.

» Understand the importance of seizure memo, hash value, chain of custody, forwarding letter, and
other documentation. :

* Appreciate how proper documentation strengthens the admissibility and reliability of digital
evidence.

3. Computer Frauds: Issues and Challehges:

* Understand common types of computer-related frauds and their modus operandi.

* Learn how digital footprints are generated through computers, networks, applications," and online
platforms.

* Discuss practical challenges faced during investigation of computer fraud cases.

4. Banking and Digital Payment Frauds:

* Understand common online financial frauds such as UPI fraud, wallet ﬁ'aud banking fraud phlshmg,
fake customer care fraud, and QR code fraud. :
* Learn how to trace transaction details, beneﬁcxary accounts, wallet details, IP logs, mobile numbers,

and device information.
.» Understand the importance of ’umely action for freezing transactions and preserving financial

evidence.



5. CDR, IPDR and Subscriber Information:

Develop basic understanding of CDR, IPDR, subscriber details, CAF, tower location, and internet
usage records.

Learn how telecom records assist in establishing communication links, location patterns, internet
activity. and suspect association.

Understand the precautions and limitations while interpreting telecom-related data.

6. Mobile Device Evidence and Forensic Analysis:

Understand the importance of mobile phones as a major source of digital evidence.

Identify evidence such as call logs. chats. images. videos, documents, application data, location data,
and cloud-linked information.

Learn precautions during seizure and witness demonstration of mobile device acquisition and basic
analysis

7. CCTV Footage Examination and Digital Image Authentication:

Understand the forensic value of CCTV footage, DVR/NVR systems, [P cameras, and digital images.
Learn correct procedures for collection, export, preservation, and documentation of CCTV footage.
Understand basic concepts of image authentication, metadata examination, and tampering indicators.

8. IoT Forensics and Smart Device Evidence

Understarid the relevance of 10T and smart devices in modern investigations.

Identify evidence from routers, IP cameras, smart watches, GPS devices, vehicle trackers, smart TVs,
and home automation devices. '

Learn precautions for preserving IoT devices, loos network details, and cloud-linked information.

9. Cloud Evidence and Email Forensics:

10.

Understand the role of cloud services, email accounts online storage, and platform-based evidence in

investigation. : :
Learn the relevance of login history, IP logs, user actxv1ty, metadata, email headers, attachments, and

phishing indicators.
Understand preservation requests, legal reqmsmons and coordination with service providers.

Cryptocurrency Fraud Investigation:

Understand basic concepts of cryptocuneﬁéy, wallets, exchanges, blockchain transactions, and digital

assets.

Learn how wallet addresses, transaction trails. exchange records, KYC details, IP logs and bank

account links assist investigation. :
Understand the |mp0rtance of timely preservatlon requests to cryptocurrency exchanges and related

platforms.




11. Drone Forensics:

Understand the relevance of drones in investigation, surveillance, unauthorised photography,
smuggling. and security-related inciderits.

Identify evidence from drones. controllers. memory cards, mobile appllcatlons ﬂlght logs. GPS
records, images, and videos.

Witness demonstration of drone forensic examination and evidence handling.

12. Deepfake and Al-Enabled Cybercrime Forensics:

Understand emerging threats such as deepfakes, synthetic media, voice cloning. Al-generated
content, and digital impersonation. :

Learn how such content may be used in fraud, blackmail, misinformation, impersonation, and social
engineering.

Understand the importance of preserving original files, metadata, platform links,- source URLs, and
associated devices. : :

13. Admissibility of digital evidence and Legal challenges in cybercrime investigation:

Gain practical guidance on how to prepare digital evidence for legal presentation, ensuring it meets
the standards required for admissibility in court.

Learn the essential steps to verify the authenticity and integrity of digital evidence, from its collection
to its presentation in legal proceedings, ensuring it is accepted by judges and juries.

Learn the Standard Operating Procedures (SOPs) for handling, processing, and presenting digital
evidence to boost the credibility and success of digital crime prosecutions.

Legal challenges like jurisdiction issues and admissibility of digital evidence in cybercrime

investigation.
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L "MEATAR® National Forensic Sciences University
HEE (An Institution of National Importance, Ministry of Home Affairs, Government of India)
Most Immediate
No. 19/11/2026-NICFS(NFSU_DC)
Dated 20 July, 2026
01 Registrar General, All High Courts
02 Director, All CPOs
03 DGP/IGP, All States/UTs
04 Commissioner of Police, Delhi/Kolkata/Mumbai/Chennai
05 Director General/Director of Public Prosecutions, All
States/UTs
06 Director, CFSLs/FSLs, All States/UTs
Sub: Nominations for 05 Days “Special Course on Cyber
Security & Cyber Crime” for Judicial Officers,
%0 Prosecution Officials, Dy. SP/ACP/AC and above &
i Forensics Scientists/SSO from CFSLs/FSLs (Level 09 to 11)
- reg.
Sir/Madam,
W@'Eo’“m”fm The National Forensic Sciences University, Delhi Campus
.zy/,:;z/,,c (LNJN National Institute of Criminology & Forensic Science) is
conducting the above mentioned Course for Judicial Officers,
Prosecution Officials, Dy. SP/ACP/AC and above & Forensics
Scientists/SSO from CFSLs/FSLs (Level 09 to 11) under the
scheme of Indian Cyber Crime Coordination Centre (I4C),
” Ministry of Home Affairs (MHA), New Delhi.
OCA
2. NFSU Delhi Campus will be organizing these courses in
Offline/Physical Mode at its NFSU Delhi Campus. NFSU Delhi
Campus invites nominations of minimum four (04) Officers.
The NFSU Delhi Campus proposes to organize 05 such batches
\ (T, asPer the following schedule:
'9¢D) ™S No. | Batch No. Duration (05 Days)
MNFX ™1 | % 12-16 October, 2026
1ok 2nd 30 November-04 December, 2026
@"\ L8, 1] i 04-08 January, 2027
MWK 04 47 15-19 February, 2027
Ly Q\ 5 | 50 26-30 April, 2027
Contd/-...
TIYBYEY ARETer | NFSU Headquarter faeel aRwR / Delhi Campus
|aCe=08, NN, TuRid—382007/ Sector-09 Gandhinagar, TEICTOIGH AT RATCWER, CTYWRRR / LNJN NIGFS NFSU
w4 / Ph.: 079-23977102/103 Jqex-03, Irscx R s, wfeefl, Reefl-110085 /
B | Fax : 079-23247465 Sector-03, Outer Ring Road, Rohini, Delhi-110085
4 / Email : exe_regisirar@nfsu.ac.in %I / Ph.: 011-27521433, 27514161,27525084‘ )
I9U1EE | Website - https://www.nfsu.ac.in Ba9 / Fax : 011-27510586 | $9d / Email : admin_dc@nfsu.ac.ir
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The Nominations may be sent together for all the above
batches or batch wise prior to 02 weeks before the
commencement of the batches. Nominated officers can be
replaced by another in the same category by the department.
03 The details of the nominated officer may please be
intimated as per the following Proforma:

Batch No. & Name and

Duration Designation Mobile No Email-id

04 Officers will be accommodated in NICFS NFSU, Delhi
Campus. The 06 days accommodation for officers coming from
outside Delhi will be arranged by NFSU Delhi. No Course Fee
will be charged for these Courses (including
boarding/lodging).

05 The University welcomes the reply by E-mail ID:
training_dc@nfsu.ac.in in its endeavor to be an eco-friendly
organization.

Prof. (Dr) Purvi ariyal
Campus Director
LNJN NICFS, NFSU, Delhi Campus

Copy to: Col. Tarun Uppal, Director (14C), Indian Cyber Crime Coordination
Centre, CIS Division, 5™ floor, NDCC-II, Jai Singh Road, New Delhi(though mail)



ABOUT THE COURSE

In today's increasingly digital world, the rise of cybercrimes and
the growing reliance on technology have made cybersecurity a
critical concern for law enforcement agencies, the judiciary, and
national security. Cybercrimes, ranging from data breaches and
financial fraud to more serious offenses such as cyber terrorism
and hacking, pose significant challenges to legal systems and law
enforcement agencies. In this context, it is essential for senior
officials in the police, judiciary, defence, and forensic sectors to
be equipped with the knowledge, skills, and tools to address

these emerging threats effectively.

The Special Course on Cybersecurity and Cyber Crime
Investigation has been speciﬁcally,'désigned for senior officials,
including Additional Director 'Gene'rals. »(ADG), Magistrates,
Superintendents of Police (SP), As;siist‘ant Commissioners of
Police (ACP), Defence Officers, and senior officials from Central
Forensic Science Laboratories (CFSLs) and_, Forénsic Science
Laboratories (FSLs). The course aims to provide these senior
officers with an advanced under:sfaf;:ding bf the evolving cyber
threat landscape, cutting-edge ihVestigative techniques, and the
legal frameworks that govern cybersecurity and cybercrimes.

This intensive training program will help judicial officers and law
enforcement personnel sharpen their expertise in cybercrime
investigation, digital forensics, and cybersecurity, enabling them
to lead investigations, manage high-stakes cybercrime cases,
and formulate effective policies. With a focus on practical

2



applications, legal knowledge, and strategic leadership, this
course empowers participants to tackle cybercrimes with
confidence and proficiency, while ensuring justice and protecting

critical infrastructure.

This course is a unique opportunity for senior officials to gain
specialized knowledge and expertise in one of the most critical
fields of modern law enforcement and judicial practice. It
ensures that participants can lead cybercrime investigations,
address challenges in handling digital evidence, and contribute
effectively to the development of cybersecurity policies. As
cybercrimes continue to evolve, the ability of these leaders to
understand the technical, legal, and strategic aspects of
cybersecurity and cybercrime investigation is paramount to
safeguarding the public, national security, and critical

infrastructure.



COURSE OBJECTIVES

The course objective to equip senior officers with specialized

knowledge and skills relevant to the Cyber Security and Cyber

Crime Investigation. Participants will:

Enhance Knowledge of Cybersecurity Threats: Equip senior
officers with a comprehensive understanding of emerging
cyber threats, including ransomware, phishing, and cyber
terrorism.

Strengthen Cybercrime Investigation Skills: Provide
practical training in digital forensics, including evidence
collection, data recovery, and analysis to support
cybercrime investigations.

Improve Legal Understanding: Familiarize judicial officers
and law enforcement leaders with cybercrime laws, data
protection regulations, and the legal processes surrounding
digital evidence in court.

Develop Incident Management Expertise: Train participants
to design and lead incident response strategies for
addressing major cyberattacks and cybersecurity breaches.

Facilitate Inter-agency Coordination: Promote effective
collaboration between law enforcement, defense agencies,
judicial bodies, and international organizations in the fight
against cybercrime.

Enhance Leadership in Cybercrime Cases: Equip senior
officials with leadership skills to manage and oversee high-
profile cybercrime investigations and cybersecurity
initiatives at the regional and national levels.

Build Capacity for Handling Cybercrime Trials: Enable
judicial officers to effectively manage cybercrime trials,
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ensuring the legal integrity of digital evidence and proper ’

legal procedures.



TRAINING CURRICULUM

This specialized training program is designed to provide senior law
enforcement, defense officers, forensic experts, and judicial
officers with the knowledge and skills required to lead and oversee
cybersecurity efforts, investigate cybercrimes, and manage digital
evidence. The course will provide a balanced combination of
technical expertise, legal knowledge, and strategic leadership in
cybersecurity and cybercrime investigations.

1. OVERVIEW OF CYBERSECURITY

e Importance of cybersecurity in the modern digital
landscape.

e Types of cyber threats: malware, ransomware, phishing,
data breaches, etc.

« Understanding the relationship between cybersecurity
and cybercrime.

e Cybercrime Types: Financial Cybercrimes, Crimes
Against Individuals, Cyber Terrorism, Cyber Espionage,
Hacking and Malware

e Understanding the evolving landscape of cybercrime

» Identifying challenges in digital forensic investigations of
computer frauds

2. Digital Deception: Deepfake and Deep Web
e Introduction of Deepfake technology
» Social, political, legal, and psychological implications of
Deepfake :
« Deepfake creation technology and Deepfake detection
« Understanding of Dark web and Deep web
o Dark web and Deep web investigation

3. Forensic Discovery of Digital Evidence
« Techniques and methodologies for forensic discovery
e Gathering and analyzing digital evidence for legal
presentation

4. Mobile Phone Technology and Forensics
e Understanding mobile phone technology and its
relevance in digital forensics



Data extraction from smartphones, tablets, and other
mobile devices and their analysis.

Hands-on exercises and case studies in mobile phone
forensics

Tools for mobile forensics: Cellebrite, XRY, etc.

5. Collection and Preservation of Volatile and Non-Volatile Data

Best practices for collecting and preserving digital
evidence

Legal considerations in data preservation

Practical exercises in data collection and preservation
techniques

Computer-based Evidence: Hard drives, Ilaptops,
desktops, and servers

Techniques for ensuring data integrity during evidence
collection.

Understanding forensic imaging and using write blockers
for evidence preservation

EnCase and FTK for disk imaging and evidence collection
Techniques for ensuring data integrity during evidence
collection.

Understanding forensic imaging and using write blockers
for evidence preservation

6. Cloud Forenscis: Collecting Evidence from cloud

Overview of Cloud Computing
Key Challenges in collecting evidence from cloud

environments: Jurisdiction, data residency, and multi-
tenancy

Data Collection Techniques in Cloud Environments

Cloud Forensics Process and Emerging Trends in Cloud
Forensics

Investigating data stored in the cloud and navigating
legal challenges.

7. Online Abuse on Children: Measures, Prevention, and Control

Definition and scope of online abuse: Cyberbullying,
online grooming, sexting, exploitation, and trafficking
Understanding the digital landscape and how children
are targeted online
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Statistics and trends: Global and regional prevalence of
online child abuse

Impact of online abuse on children: Psychological,
emotional, and social consequences

Common platforms and technologies where children are
exposed to online abuse (social media, gaming, chat
rooms, etc.)

Legal Framework and Protection Mechanisms
Implementing measures for prevention and control

8. CCTV Analysis and Digital Image Forensics

Overview of CCTV systems: Types of cameras (analog
vs. digital, IP cameras, PTZ cameras)

Key components of a CCTV system: Cameras, recording
devices, storage systems, monitors

Role of CCTV in Ilaw enforcement and criminal
investigations

Introduction to digital image forensics: Definition and
significance

Digital evidence: Types of digital images, video files,
and metadata

Tools for video analysis like Amped FIVE

Techniques for video enhancement: Noise reduction,
sharpness, color correction

Techniques for identifying faces, license plates, and
other key objects in video

9. Investigating Financial Cybercrime

Definition of financial cybercrime: Overview of key types
(fraud, money laundering, identity theft, cyber theft)

Impact of financial cybercrime on businesses,
individuals, and economies

The evolution of financial cybercrime in the digital age
Understanding criminal motivations: Financial gain,
espionage, extortion

Types of financial fraud: Securities fraud, insurance
fraud, loan fraud, Ponzi schemes, insider trading
Common technigues used in financial fraud: Document
falsification, fraudulent transactions, forgery,
misrepresentation

Indicators and red flags of financial fraud



10.

Implementing fraud prevention systems and controls
(e.g., two-factor authentication, encryption)

Techniques for tracking digital money trails.

Anti-money laundering (AML) measures in cybercrime
investigations

Legal Framework for Cybercrime

Information Technology Act, 2000 (IT Act) and its
amendments.

Indian Penal Code (IPC) provisions relevant to
cybercrime.

Data Protection Laws and Privacy issues in digital
spaces.

Introduction of new criminal laws in digital era

11. Preparation, Admissibility of Digital Evidence, and Standard
Operating Procedures (SOPs)

Guidance on preparing digital evidence for Ilegal
presentation
Ensuring the admissibility of digital evidence in court
proceedings
Developing SOPs for handling digital evidence effectively
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\\ MINISTRY OF (1T WERE FT HewE, € J31cY, IRd WHR)
oh HOME AFFAIRS . ‘ . : :
: National Forensic Sciences University

(An Institution of National Importance, Ministry of Home Affairs, Government of India) g

_ Most Immediate
No. 19/08/2026-NICFS(NFSU_DC) |
Dated 2.0 July, 2026
01 Director, All CPOs
02 DGP/IGP, All States/UTs
03 Commissioner of Police, Delhi/Kolkata/Mumbai/Chennai

Sub: Nominations for 03 Days “Special Course on Crypto
Currency Investigation” for LEAs Officers (Level 06 to
08) - req.

Sir/Madam,

The National Forensic Sciences University, Delhi Campus
(LNJN National Institute of Criminology & Forensic Science), is
conducting the above mentioned Course for Law Enforcement
Officers (Level 06 to 08) under the scheme of Indian Cyber
Crime Coordination Centre (I4C), Ministry of Home Affairs
(MHA), New Delhi.

2. NFSU Delhi Campus will be organizing these courses in

Offline/Physical Mode at its NFSU Delhi Campus. NFSU Delhi

Campus invites nominations of minimum four (04) Officers.

The NFSU Delhi Campus proposes to organize 06 such batches

as per the following schedule:

S. No. | Batch No. : Duration (03 Days)
T ' 09-10 September, 2026
ol 21-23 October, 2026
3 25-27 November, 2026
4" 27-29 January, 2027
5 24-26 March, 2027

G 19-21 April, 2027 °

U |WIN|H

The Nominations may be sent together for all the above
batches or batch wise prior to 02 weeks before the
commencement of the batches. Nominated officers can be

replaced by another in the same category by the department.
Contd/-

UIUHUHY, [T [ NFSU Headquarter feeelt afR=R / Delhi Campus

AFR09, TR, [oRIT—382007/ Sector-09 Gandhinagar, TATTSIg IS HITHTH, TIUHTEY / LNJN NICFS NFSU
%I+ / Ph.: 079-23977102/103 AFev-03, ASex R A, wfeoll, fesh-110085 /

Bad / Fax : 079-23247465 - Sector-03, Outer Ring Road, Rohini, Delhi-110085

$3d / Email : exe_registrar@nfsu.ac.in R B9 / Ph.: 011-27521433, 27514161, 27525084

de9Ee IWebS|te https:fiwww.nfsu.ac.in : B9 / Fax : 011-27510586 | $3%e / Email : admin_de@nfsu.ac.ir
‘ FewT=e / Wahsite - httns:/fmww.nfsu.ac.in



:02: .
03 The details of the nominated officer may please be
intimated as per the following Proforma:

Batch No. & Name and

Duration Designation Mobile No Email-id

04 Officers will be accommodated in NICFS NFSU, Delhi
Campus. The 04 days accommodation for officers coming from
outside Delhi will be arranged by NFSU Delhi. No Course Fee
will be charged for these Courses (including
boarding/lodging).

05 The University welcomes the reply by E-mail ID:
training_dc@nfsu.ac.in in its endeavor to be an eco-friendly
organization. -

Prof. (Dr) Purvi Pokhariyal
Campus Director
LNJN NICFS, NFSU, Delhi Campus

Copy to: Col. Tarun Uppal, Director (14C),.'Indian Cyber Crime Coordination Centre
(14C), CIS Division, 5% floor, NDCC-II, Jai Singh Road, New Delhi(though mail)
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COURSE OBJECTIVES

The course objective is to equip Law Enforcement Officers, particularly Investigating Officers,
with practical knowledge and skills required for handling cryptocurrency-related offences and
blockchain-based digital evidence Participants will:

58]

Understand the fundamentals of cryptocurrency, blockchain networks, wallets,
exchanges, and crypto transactions.

Learn common types of cryptocurrency-enabled crimes such as investment fraud,
ransomware, cyber extortion, darknet| transactions, wallet fraud, and crypto-based
laundering.

Develop practical understanding of wallet addresses, transaction IDs, blockchain
explorers. transaction trails. and crypto evidence identification.

Gain exposure to OSINT techniques, blockchain analysis tools, and transaction tracking
workflows used in cryptocurrency investigations.

Learn procedures for preservation, seizure, freezing, documentation, and forwarding of
cryptocurrency-related digital evidence.

Understand the role of exchanges, banks, payment gateways, virtual digital asset service
providers, and FIU-related mechanisms in crypto investigation.

Develop familiarity with legal and procec:lural aspects relating to search, seizure, freezing,

- KYC/AML compliance, admissibility of evidence, and preparation of investigation

records.

Enhance investigation skills through case studies and demonstrations involving real-
world eryptocurrency frauds and blockchain transaction analysis.










