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Joint Director (CP & CS) e

File No.:NIPCCD-19012/20/2026 Dated: 24.04.2026
Shri. Rajeev Krishna

Director General of Police, Uttar Pradesh 61 ?/

Police Headquarters, 9th Floor, Tower 2, 1620

Gomtinagar Ext,, Shahid path Lucknow 2‘-{)' Y ]46

Uttar Pradesh

Subject: Capacity Building Programme on Virtual Threats and Impact of Digital Risk/Attack on Children
and ensuring Cyber Safety at SPNIWCD, New Delhi from 28-29 May, Z026-Reg.

Sir,

Savitribai Phule National Institute of Women and Child Development, New Delhi is organizing the

above-mentioned training programme from 28-29 May, 2026 in offline mode at its premises, New Dethi. The

ADS  main objectives of the programme are to enable the participants about types of online abuses and its trend,
= committed against children; to analyze the impact of online abuse on children’s mental health and measures for &

dealing with the same; orient the participants about the functioning of the Cyber Cells/Cyber Grievance

@ Redressal System and other mechanism to address the issue; and ensure safety measures for protection of

children from various online threats and precauticnary steps to be taken for prevention from all types of online
abuses etc.

:W ®7%F ¥ this connection, may I request you to kindly depute 3-5 police personnel of cyber cell from your
Jefo TEPAMtment to participate in the training programme. The Institute would make board and lodging
Q)Q'. rangements for all outstation participants for entire duration of the training programme at'the hostel located
at premises of Savitribai Phule National Institute of Women and Child Development 5.Siri Institutional Area,

(Near Hauz Khas, Police Station) Hauz Khas, New Delhi-110016.

3 It is also requested to send the nominations of Cyber Crime Ofﬁcer/Investlgator/CCIO with full details
including name, designation, address phone number and email ID etc., to Shri, Mushir Alam, Assxstant Director,
Child Protection Division, SPNIWCD, Campus, 5 Siri Institutional Area, Hauz Khas, New: Delhl 110016
preferably by email so as to reach the Institute latest by 15% May, 2026 (m_ushlrmpccd@govxn

mushir.training@gmail.com or pccpdiv@gmail.com).

b'c( CT‘) [.ooking forward to your kind cooperation and early reply. | : el e
/ ’ -
With kind regards /9TcR,
WG
/
6[ j}r\’
il , |

5, Siri lnstitutlonal Area, Hauz Khas, New Delhi- 110016 :
Phone : 011-26963002, 011 -26963204 - i



HifATETE Pol AL AfeeT T 91t (DR Tl
Savitribai Phule National Institute of Women and Child Development
5,3 $RieeHa &7, 8w @™, 7€ et - 110016/ 5 Siri Institutional Area, Hauz Khas, New Delhi-110016

T R IYRre TRl iR fefiee SfEmi/aHell & w1 T H1geR GRET iR iFarsT grear ghfad o &g
gan fFmfor SRl
Subject: Capacity Building Programme on Virtual Threats and Impact of Digital Risk/Attack on
Children and ensuring Cyber Safety and Online

&A@/ Date: 28-29 May, 2026/28-29 7S, 2026
¥ Nenue: SPNIWCD Campus, New Delhi/SPNIWCD &, =i faeft

PROGRAMME DESIGN

Children are the most important assets of the nation and need to be nurtured in a dignified
manner where they are protected and have access to all their entitements for their holistic
development. In an era where the digital world seamlessly intertwines with the lives of ‘Digital Natives'
- children growing up in an era of ubiquitous internet usage - new opportunities as well as risks
emerge. As online threats, including those of violence and exploitation loom, it becomes imperative to
understand children’s online experiences and navigate the evolving digital landscape they inhabit.
There are many children who are vulnerable in our country due to illiteracy and poverty etc. and
therefore, they are exposed to be violence, abuse and exploitation. The vulnerability factors include
children’s internet usage, risks, and behaviour, whereas the protection factors include their
preparedness and ability to address vulnerabilities in digital spaces, through knowledge, attitude, and
practice. Additionally, it takes into account the response from parents and teachers as first responders
and the perceptions of other key stakeholders - including the judiciary, police, lawyers, mental health
professionals, non-profits, academia, media and government bodies. The NCRB report (Crime in India
2023) is also reflected that the trend of cybercrime is going upwards continuously, distribution of last
five years cybercrime cases in the country reflected in the table below;

S. No. Year No. of Cases reported
1L 2019 44735
2. 2020 50035
3. 2021 52974
4. 2022 65893
5. 2023 86420

Further, it has also been mentioned that 1384 children in 2022 and 1736 children in 2023 have
been targeted through cyber-crimes for abused and exploitation.

Cyber-crime, refers to any illegal activity that is committed through the use of the internet or
other forms of digital communication. The cybercrime may have been involved in the commission of
different type of crimes and also may be targeted to threaten a person, company or a nation's security
and financial health. There are many privacy concerns surrounding cybercrime when confidential
information may be intercepted or disclosed, lawfully or otherwise. The cyber-crime is emerging as a
global problem with serious implications for societies and economies around the world. The growing
reach of the Internet, the rapid spread of mobile information and communications technologies (ICTs)
and the wide diffusion of social media have presented new opportunities and enabled various efforts to
address violence against women and children. However, they are also being used as tools to inflict
harm on women and children.

Online abuse refers to any harmful or offensive behavior that takes place on the internet.
This can include things like cyber bullying, harassment, threats, and hate speech. Online -abuse can
be described as a range of behaviors that causes harm or distress to another person. Online abuse
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includes personal harassment and/or attacks towards an individual or against a group of people.

N Online abuse can have serious consequences for the people who experience it, including emotional
distress, mental health problems, and even physical harm. This can include things like cyber bullying,
grooming, harassment, and exposure to inappropriate content. It's important to note that online crimes
can have serious consequences, both for the victims and for society as a whole. Additionally, online
criminals are becoming more sophisticated and their methods are becoming more advanced, so it's
very important to stay vigilant and stay informed about the latest trends and technologies in order to
stay ahead of potential risks.

Cyber bullying is a common form of online abuse of children. It can include things like sending
mean messages, spreading rumors, or posting embarrassing photos or videos online. Children who
experience cyber bullying may feel isolated, anxious, or depressed, and it can have a negative impact
on their mental health. Grooming is another type of online abuse of children, where an adult uses the
internet to build a relationship with a child with the intent of sexually exploiting them. They may use
manipulative tactics to gain the child's trust, and may even pretend to be a child themselves. Children
may also be exposed to inappropriate content online, such as sexually explicit material or extremist
ideclogies. This can be highly distressing for children and can have a negative impact on their well-
being.

Social media has made it very easy for us to communicate quickly and easily with family,
friends and acquaintances, as well as sharing experiences and letting others know of our opinions and
beliefs. These opinions and beliefs may be about world events or local affairs, politics or religion,
interests, affiliations, organisations, products, people and a wide variety of other topics. Our
conversations and comments can be closely targeted or widely broadcast to the point that depending
on the subject, they can go viral. Unfortunately, social media is also widely used by abusers, for
sexually and financial exploitation etc. Many perpetrators ‘hide’ themselves behind the fact that they
may not be able to be easily identified, and they wouldn’t consider saying face-to-face, which could be
regarded as cowardly. Online abuse takes several forms, and victims are not confined to public
figures. They can do any job, be of any age, gender, sexual orientation or social or ethnic background,
and may be living anywhere.

It's important to keep in mind that online abuse of children can take many forms, including
cyber bullying, sexual exploitation, and grooming, so it's important to be aware of the different types of
abuse and the warning signs. Additionally, it is important for the Mission Vatsalya functionaries, to be
vigilant and stay informed about the latest trends and technologies in order to stay ahead of potential
risks. It can have serious consequences for a child's mental and emotional well-being of the child. So
that, It is important for caregivers to educate children about the risks of online abuse, and how to stay
safe online. It is important for caregivers, educators, and other functionries to be aware of the
potential risks and to take steps to protect children. This includes monitoring their online activity,
educating them about online safety, and teaching them how to respond if they experience abuse. If a
child is a victim of online abuse, it is important to report to the appropriate authorities as soon as
possible. It is important to remember that online abuse is not always easy to spot, and that children
may be reiuctant to speak up about it. Therefore, it is important for caregivers and educators to be
vigilant and take steps to protect children from online abuse. Additionally, platforms and providers
have a responsibility to protect children from online abuse, including implementing policies and tools to
prevent it and remove it when it occurs.

In order to prevent all children of different communities from online abuse, it is important that
the Social Worker, Out Reach Worker and Community Volunteers should be equipped with the
adequate knowledge of preventing children from online abuse. These are closest and an integral part
of the community and enable to disseminate the message related to the preventive measures from
cyber- crimes/ online abuse. Therefore, this training programme is being proposed for the
functionaries of DCPUs i.e. Caregivers, Social Worker, Out Reach Worker and Community Volunteers
etc. They can provide/share adequate knowledge with the other functionaries, school teachers,
community leaders and parents for educating their children about online safety, as well as how a victim
child should respond against abuse? and encourage children to speak up and report any instances of
online abuse to the appropriate authorities, such as the Caregivers, parents, friends, police or school
authorities. In this regard it is essential that the Social Worker, Out Reach Worker and Community
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Volunteers should have proper and updated knowledge about online abuse and ways of protection
. from it, for dissemination of an authentic information to the school teachers, community leaders and
parents as well as children, because awareness is the backbone of child protection from online abuse.

Rationale

The NCRB Report ‘Crime in India 2023’ indicates that the number of incidence of cybercrimes
increasing rapidly day by day. The offenders using new techniques for targeting the peoples as well as
children also. On the other hand, a research study entitled “Virtual Threats Real Harm: Decoding the
Offline Impact of Digital Risks on Children” has been conducted by the British Asian Trust and
Space2Grow. The findings of the study also indicated that there is an urgent need to address the
digital media issues related to the children on priority basis. Some major findings are as under;

i. About 78% of children have abysmally low digital safety knowledge, indicating a critical gap in
their understanding of online risks. Therefore, develop and disseminate interactive safety
content to educate children about digital risks, ensuring sustained awareness and
empowerment. Conduct mass awareness campaigns on digital safety to reach a broader
audience and reinforce preventive measures.

ii. 81% of children lack safe spaces to report digital risks, highlighting a significant barrier to
seeking help and 91% of children are unaware of how and where to report an online incident,
underscoring the need for better reporting mechanism. Empower survivors of online harms to
become advocates for policy change by sharing their lived experiences.

iii. 47% of cases confirmed sexual exploitation, 24% confirmed forced labor, and 60% of
movements were tech-facilitated. 56% of tech-facilitated movements happened without family
supervision. 26% of community members reported that children have not returned home for six
months or more after moving away from their homes. For children who have not returned home
in the past 6 months, 49% have not visited family since moving out, and 77% are reportedly
unsafe.

The cyber vulnerability of children is a serious issue and is likely to accentuate in coming years.

There is need to train the staff deployed in various child protection institutions in the country like -

DCPUs, CWCs, JJ Boards, Child Helpline, etc. and adequately equip them to handle and support

to the cyber-crimes committed against children. The Capacity Building Programmes run by

NIPCCD and State Institutions need to incorporate the SoPs in their training curriculum.

Considering the above facts, it is imperative to update the knowledge of Mission Vatsalya
functionaries and acquaint them with the update the knowledge about digital threats to prevent online
abuse among the children. Keeping this in view, the Institute proposes to organize a Capacity
Building Programme on Virtual Threats and Impact of Digital Risk/Attack on Children and
ensuring Cyber Safety and Online from 28-29 May, 2026 at SPNIWCD Campus, New Delhi

Objectives

The main objectives of the training programme are to:

I. to enable the participants about types of online abuses and its trend, committed against

children and by children;

ii. to analyze the impact of online abuse on children’s mental health and measures for dealing with
the same;

iii. orient the participants about the functioning of the Cyber Cells/Cyber Grievance Redressal
System and other mechanism to address the issue; and

iv. ensure safety measures for protection of children from various online threats and precautionary
steps to be taken for prevention from all types of online abuses etc.
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Participants:

About 25 participants comprising functionaries of Mission Vatsalya i.e. DCPU Officials, Social
Worker, Out Reach Worker and Community Volunteers, from selected States of the country would be
invited for the Capacity Building programme.

Programme Coverage:

a. Understanding about Cyber-crime, Trend analysis of cyber-crime against women and children,
IT Act 2000 (Amended in 2008), other Acts formulated to address online crimes, Existing Legal
Framework:

b. Online and Offline Exploitation of Children;

c. Understanding of emerging trends of online risks and linked vulnerabilities, Prevalence of Tech
Facilitated Chiid Trafficking within the community;

d. sensitization about Psycho social impact of online-crimes on the children, Need to Understand:
How Children’s motivations intersects by the digital Media;

e. Safety measures for protection of children from various online threats and ways of prevention
from all types of cyber-crime;

f. 4Cs Protection Framework for Children: Children, Care Givers, Community and Child Safety
Ecosystem;

g. Child Safety Ecosystem;

h. National Cyber Crime Reporting Portal, Cyber security awareness and Cyber hygiene for
parents and precautionary steps for prevention from online abuse etc.

Expected Outcome

The participants will develop a clear understanding about severity of the issue, need and
importance of prevention from online abuse including ways of protection through knowledge update
about legal provisions implemented through IT Act 2000 (Amended in 2008) and other legislations; as
well as their role and responsibilities to protect all children from online abuse.

Methodology
The participants will be provided condusive learning environment and participatory approach
during the training programme. As the training programme in being organized in offline mode

therefere, training techniques like lecture-cum- discussion and power point presentation would be
used.

The medium of Instructions in the training programme will be English/ Hindi.

Date & Duration:

The duration of the capacity building training programme will be two working days i.e. 28-29
May, 2026 and it will be conducted at its premises i.e. Savitribai Phule National Institute of Women and
Child Development, 5 Siri Institutional Area, (Near Hauz Khas, Police Station) Hauz Khas, New Delhi-
110016

Travel, Board and Lodging .
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For Outstation Non-official Participants

1. The outstation non-official participants (Chairperson and Members of CWCs and JJBs only)
attending the training programme will be paid travel grant equivalent to AC Il tier rail (including
reservation charges)/actual bus fare by shortest route to and from Delhi.

2. The travel grant as payable under the Rules is calculated on the basis of fare by mail / Express
trains and not Shatabdi, Rajdhani, Vande Bharat and Duronto Express.

3. Tatkal fares cannot be reimbursed and the fare in such cases will be restricted to the normal
fare in that category of accommodation.

4. The journey by road to the nearest railway station/bus station will be paid as per the rules of the
Institute to the non-official participants on the basis of actual expenditure incurred.

General Instructions:

The following general information may please be noted:

i. The nomination should reach the Institute latest by 15th May, 2026.
ii. The participants are advised to make return reservation before leaving their respective places
for participation in the programme.
iii. The accommodation will be available only for the duration of the programme and a day before
and a day after the programme i.e. 27-30 May, 2026.

a. The participants should proceed for participation in the programme only on receiving
confirmation from the Institute. Participants are, therefore, requested to confirm acceptance of
their nomination over telephone/e-mail before proceeding for the programme in case of
delay/non-receipt of confirmation letter.

. Any participant reporting to the programme late or leaving it before its conclusion or in case any
participant does not attend all the sessions of the programme will not be entitled to Travel
Grant and certificate.

o

All correspondence in this regard may please be addressed to:

Dr. (Ms.) Sanghamitra Barik
Joint Director

(Child Protection Division)
Or

Shri Mushir Alam
Programme Director
Savitribai Phule National Institute of Women and Child Development (SPNIWCD)
5, Siri Institutional Area, Hauz Khas, New Delhi - 110016
Email: mushir.nipccd@gov.in, mushir.nipccd@gmail.com, pcepdiv@gmail.com
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