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SAFETY IN CYBER SPACE

Caution in the use of Mobile,
Internet, email,
Social Networking Sites
and Online Banking
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Cyber Space spread over information Highway which in turn, is

1.

made up of 2 major components
Telephone Network

a. LandlinePhone

b. Mobile Phone

c. Satellite Phone

Computer Network

a. LAN Local Area Network

b. WANWide Area Network

c. Internet Worldwide MNetwork-governed by INTERNET
SOCIETYISOC

While driving on a road, you protect yourself by using
helmet, seat-belt, lane driving, following speed restrictions
etc, similarly you need to follow apt safety measures when you
are on the information Highway. In case of the former, you first
learn to drive whatever vehicle you intend to use, but in case of
the latter, the process of learning is either very informal or
completely bypassed. It helps criminals in cyber space to thrive
on account of the user'signorance.

Hypnotism is the most vital factor to lure a victim into any
fraud net in physical as well as Cyber world. It is further
facilitated by greed, a very pressing human factor.

The studies in the field of cyber crimes have revealed that
broadly there are 4 reasons for committing such acrime :

® Totease/ mischief/ disrupt

- Normal to anti-national
® To harm the character/reputation

- Most common with girls, top management in
companies/banks

@ To harm professional rivals
- Corporate companies, individuals
® To gain money
- ATM/Credit Card, Online banking, Nigerian fraud/
placement/tower/phone calls/SMS, latest

matrimony, research paper like IED with an element of
surprise.

IT ACT 2001 WITH AMENDMENTS IN 2009 : DETAILED LAW TO
HANDLE CYBERCRIMES IN INDIA
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MOBILE SAFETY TIPS

1.
2
3

|

B

10.

W i

12.

Keep your phone with you at all times.
Don't lend your phone to someone you don't know or trust.

Most phones allow you to lock your phone with a code. If you
don't have the code, you can't unlock it, so if anyone steals your
phone he won'tbe able touse it.

If you have Bluetooth on your phone, keep this switched off
when you are not using it.

Keep your WIFI Off on a smartphone and also don't connect to
PUBLIC WIFI-HOTSPOT in public places.

If using Smart phones like Android, Blackberry, Apple IPHONE,
keep GPS disabled with Social Networking Sites and in Camera
Settings, keep GEO TAGGING DISABLED as it has a threat of
sharing your location public domain.

Don't download unauthenticated applications from market.

Don't reply or call back or unidentified numbers specially 4, 7,
11 or 13 digit numbers even coming as missed call. When you
call back, you may be charged on very high tariff. It is called
Premium Number Calling fraud.

Don't reply to SMS with luring or tempting offers of Prize
Winning or Award Winning.

Whenever give your handset for repair or maintenance, always
remove memory card, sim card, battery and then give. Transfer
all your personal information from phone memory to memaory
card before giving it.

Kids should always give their parents number in public places,
don't share your personal number.

Don't store personal/intimate pictures in your mobile phones
becauseif stolen or dropped, then can be veryvulnerable.

SMARTSURFING

1.

Always use Genuine Operating System, Antivirus/Internet
Security Software, regularly updated with Internet.

The Browser should be kept free from toolbars which get
automatically installed on your browser.

Never save your passwords on your browsers and Instant
Messengers like Yahoo, Google, Skype etc.

Keep your browser's temporary cache, cookies clear regular
basis.

While browsing, don't install shortcuts and tools from pop ups
and ads.
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6. Don't download pirated stuff from untrusted sites Music,
Videos, Free Softwares.

7. Alwaysinstall software's available at the parent sites.

8. Don't click on suspicious links/hyperlinks which luring and
tempting.

EMAILSECURITY

1. Keep your passwords more than 8 characters alphanumeric
and special characters also using and Lower case. Eg.
ArAvind@#35

2. Never keep same passwords for all your accounts.

3. Security Question, Mobile SMS Alert, Secondary Address
should be enabled.

4. Always login the site on Public networks/WIFI/HTTPS.

5. Avoid using FREE WIFI Access at publicplaces.

6. Don'tclickon SPAMS/Junk Mail.

7. Nevershare your email password with anyone.

8. Whenever you need to forward an email to more than one
personuse the BCC option to write addresses.

9. If you are unable to access your email account immediately
report it to the Mail Service Provider give you an option of
forgot password/Account..... etc.

Social Networks/Chats

1. Never post your personal/Contact information social
networking sites.

2. Don't publish your pictures/family pictures on the media in
publicdomain.

3. Use the Privacy settings/security settings of the wisely before
you start using the service.

4. Don't Flirt/Make anonymous friends or share pictures/
Webcam with them.

5. Incase you are Cyber Bullyed/Cyber immediately report to the
service provider of the nearest Cyber Cell (Police Station)

6. Never update your whereabouts on the social media. Like your
current location etc.

7. Don't Add unknown friends to your account. Keep your Privacy
options secured for FRIENDS ONLY. Immediately block
unknown friends from your Profile.

8. Don't click on suspicious posts and Ads appearing on social

media. A lots of SPAM Links, luring and tempting with FALSE
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Information can appear on your account. DON'T Click on them
and immediately reportitas SPAM. For Eg.

a. GETYOURMOBILE RECHARGED FREE.....

b. SEEWHO VISITED YOUR PROFILE.....

c. YOUARETAGGEDINAVIDEO..WATCHTHEVIDEO...
d

. ACCOUNT GETTING SLOW VERIFY YOUR ACCOUNT WITH
YOUR USER ID AND PASSWORD....etc...

Tips for Facebook Security

® OnlyFriend people you know.

® (Createagoodpasswordand useitonly for Facebook.

® Don'tshareyour password.

® Changevyour password on aregular basis.

® Log into Facebook only ONCE each session. It it looks like
Facebook is asking you to log in a second time, skip the links
and directly type www.facebook.com into your browser
address bar.

® Use a one-time password (OTP) when using someone else's
computer. Log out of Facebook after using someone else's
computer.

® Beware of "goofy" posts from anyone, even from Friends. It it
looks like something your Friend wouldn't post, don't click on
it. Scammers might hack your Friends' accounts and send links
fromtheir accounts.

PREVENT E-FRAUDS

1. While using online Shopping/Banking facility on your Internet,
always USE THE VIRTUAL KEYBOARD to enter sensitive details.

2. Whenever you use Online Shopping/Banking, do it from a PC
which is secured with genuine OS and Antivirus.

3. Don't use public networks and public places to do Online
Shopping/Banking.

4. Don'tShare your Banking Passwords with anyone.

5. Never give your Banking Passwords/Credit Card Details on
phone, SMS or Emails.

6. Whenever using your CARD for shopping, get it swiped in front
of your eyes.

7. Erase the CVV Code from the back side of your card and
remember by heart.

8. Always keep your CARD Signed before you start using it.

9. AtATM Counters, be careful of cheats.

(43)



10.

11.

12.

13.

14,

15.

16.

Don't leave your Transaction Slip at the dustbin.

Just be careful of nobody standing behind you and watching
you.

Leave the ATM Counter when the machine is completely
logged off.

Don'tentertain unsolicited help at the ATV

Lots of FAKE EMAILS posing them to be from the bank asking
you to verify your account due to security reasons. DON'T
CLICK ON SUCH EMAILS.

Emails with luring awards/Lottery/Business Opportunity/JOB
Opportunity asking you to deposit money to claim are all
FAKE/FRAUD.

Emails claiming for online INCOME TAX REFUND are all
fake/fraud.

SMS on mobile for awards/lottery/winning alerts are
FAKE/FRAUD.

While doing Online Shopping/Banking always check the
DOMAIN (URL) you are working on. It should have HTTPS and
PADLOCK. The URL should be of the parent site you are working
on.

ACTIVITY SMS ALERT Facility on all your Cards and Accounts.
Whenever you change your registered Mobile Number, DO
intimate to the concerned BANK in writing.

NEVERSHARE YOUROTP ON ANY PRETEXT.

If you fall prey to any fraud net, you must lodge a complaint with

your Police Station or

Cyber Cell, Lucknow,
3, Valmiki Marg,
Hazratganj, Lucknow-226001
Tel.: 0522-2625143
Email: cybercelllucknow@nic.in
Website : http://cybercrimecelllucknow.org
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