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3. UferT WaTell & Wy H AT ATgeR Ty

Unauthorized
Access

Access
Related

W

Goals of Cyber Attack = Attackers Profile

¢ Money e State/Nation

¢ Power Sponsored

+ Control ¢ Hobbyist & Learners
e Publicity e Activist &

* Revenge Enthusiasts

e Crackers ¢ Insiders

¢ Learning ¢ Organized Gangs

e Strategic operation ¢ |deological Criminals
¢ Embed Sleepers

+ Espionage/Sabotage

Ransomware
Attack

Denial of
Service

Attack
(DoS)

= Targets & Motives
e Corporate
v" Defacement. Takeover
Control
v Financial, Extortion,
Revenge
v Information, Data Theft
¥" Reputation Damage
¢ Individual Personal
v Yours and Family
¥v' Ransomware
v" Stalking, Blackmail, Scams
e Critical National
Infrastructure
¢ Government & Political
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3.1. Unauthorized Access
STRTElY TereTefTel SIS deb SFTTeigpet Ug bl TN bR e &, FSffeet |1ed a1 Fagmaiel seT &
BEBTS B Gl & oY TeT Y& 9T 3R BT I Geferd MU=y STdRT J FiidT 8 GondT 2l

Do's Don'ts
v Verify sender's identity. Don't click without verification.
v Check URLs carefully. Don't share personal information.
v Report suspicious activity. Don't trust unsolicited requests.
v Educate yourself. Don't ignore security warnings.

[ & X X

3.2. Ransomware Attack

W@WWW@encwptW%%ﬁ%qu T @R o g, Decryption Key & forg
YA 1 AT R el & SR &feb il B ATfere] R el &l

Do's Don'ts

Don't pay the ransom.

Don't click on suspicious links.
Don't delay reporting.

[XI Don't disable security measures.

v Regular backup your data.
v’ Stay vigilant of suspicious emails.
v Keep software updated.

3.3. Phishing Attack
Law Enforcement Personnel @ fOf3RT 31 e o ATea & AT shefRRTet A \eiia v iR Rieeq
e SR Uge Y SR o T cerc/ target fobaT SIT Webell 81 Phishing Attack JHRI: e-
mail Phishing, Social Media Phishing, SMS Phishing (Smishing), Voice Phishing (Vishing) anfe
B0 | fehaT STt B

Do's Don'ts
v Verify links before clicking. Don't Click on Suspicious Links or Attachments.
v Use multi-factor authentication. Don't Share Personal Information via Email.
v Keep software updated. Don't Trust Unverified Sender.
v Report suspicious communications [XI Don't Use Weak Passwords

3.4. Spoofing
IS th AT RIECH BT < & 2T I AT Y& GUIR VT fSRaTT & o 8 febelt RIeE iy
3 &l sﬂﬁ@aﬁwmmﬁﬁwmwﬁ%smer Legitimate g, foRmy o
erelTel STFeTT ST &N Febel & AT A RITSH Pl Iga < Hebl &l

Do's Don'ts

Don't trust emails blindly.

X Don't share sensitive information insecurely.

Don’t trust display names or caller IDs without
verification — they can be spoofed.

[XI Don’t ignore browser warnings about unsecure or
suspicious websites.

v Verify email/IP addresses.

v Use secure communication channels.

v Educate yourself.

v Report and block suspicious or phishing
emails and calls.
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3.5. Denial of Service (DoS) Attack

SATSER ORIl Feads IR AR Sfthd e Law Enforcement Services @1 aTTIT R BT SRINT )
a8, R QT SFJHcred & el ol §Y STl T 8T 3R Yfersy bl HfrsT TR 8 Fepel &l

Do's Don'ts
v Understand your network traffic. ¥ Don't ignore Unusual Traffic Patterns.
v Develop a response plan. X Don't rely Solely on Firewalls:
v Implement Anti-DDoS solution. [ Don't delay Response.
v Scale bandwidth appropriately. [ Don’t host critical services without redundancy
v Consider cloud-based protections or load balancing.
v'Use Firewall with safety devices Intrusion Don'’t delay response plans — every second
Prevention Systems (IPS) etc. counts during a DoS attack.

3.6. Social Engineering Attack
IR IR 31X Human Vulnerabilities BT T SR GHATRET T €Y STeT Fadl 8l I S8
S CIRE & I R & fob o SeerTefiet STFepT SATeHT b < AT GRET HICIdic] BT Seeier Y 43
Ig T A Social Engineering attack o ST Y AT 2l

Do's Don'ts
v Follow the official social media policy of
department. Don't blindly comply with requests.
v Verify requests in person or via official Don't be fooled by urgency.
channels. Don't overshare information.
v’ Be sceptical of urgent requests. Don't skip staying informed.
v Limit information sharing.

3.7. Malware Infection

Malicious Software (Malware), System @1 |shfc G el &, R e U 4 ST ab Ug,
System ¥ SqYTT AT Hde2iel ST T ART (Exfiltration) & e &1

Do's Don'ts

Don't download from suspicious sources.
Don't ignore security updates.

Don't skip regular scans.

Don't disable antivirus protection.

v Install antivirus software.

v Be cautious of downloads.
v Regularly scan your devices.
v Keep software updated.

B X [ X

3.8. Weak Endpoint Security
IR SYSBRUIT UR STUATH R, AIFSR FaRi b felv Entry Point J&F R Fehell &, fR Law
Enforcement Agencies CARSED R Reerfci/ Overall Security Posture A TSI & AT 2l

Do's Don'ts
v Keep software updated.
v Deploy endpoint protection.
v Implement access controls.
v Educate users.

Don't allow Unmanaged Devices.
X Don't disable Security Features.
Don't ignore Alerts.
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3.9. Insecure Third-Party Access

Third Party Seller a7 4aT ST 2 QT SFUTH 0Y § GRIAT ATcrellcl 4 ATgaR TR Icq &l Fel
g, ST ST B I SR T3 & fofty HaamelicT JFdRT I SoR &R Fel &l

Do's

Don'ts

v’ Assess vendor security practices.
v Define clear security expectations.
v Monitor continuously.

v/ Limit access.

[l Don't assume Compliance.

X Don't neglect Ongoing Oversight.

[l Don't overlook Incident Reporting.
¥l Don't disable antivirus protection.

3.10. Hacking

& WiepaT & R IS eafeh fomT SgAfcr b e RieeH, wead a1 SeT de Uga UTH Becl 8] Sebl
I ST AR BRAT, I TSI IT AT3A Y FTI BeeT &1 el &1 TS AT, DRARC IT ALBNT

TR IR TR T4 ggear Gebl 8l

Do's

Don'ts

v Use strong and unique passwords.

v Keep systems and software updated.
v Enable firewalls and antivirus software.
v Monitor network activity regularly.

X Don't reuse old or simple passwords.

Xl Don't ignore security updates.

Xl Don't turn off security tools.

[¥l Don't click unknown links/download files blindly.

3.11. Cyber Stalking

foredfY carfeh & 3TFeTTe TRITIRRIT TR SRITIR o X! ST & 1R S IR-9R |97 A7 bt Soft
T &1 SRTepT I3 ST, AFRID U I TR HRAT AT (R0 T 8T FehelT &1 T ITRTY I
B J Freret Hifear 3R SRR 0T IR g Bl fHetdT &1

Do's

Don'ts

v/ Block and report stalkers immediately.

v Keep evidence (screenshots, messages).

v Update privacy settings on social platforms.
v Inform law enforcement if it escalates.

Xl Don't respond to threatening messages.
[ Don't share personal info publicly.

Xl Don't accept unknown friend requests.
Don't ignore persistent harassment.

3.12. Cyber Bullying

g Ufehar & R ot cafeh ot Seveie & wTed™ & SIgwId foba, ererIT a1 #FoTid IS N &
T 49T Y q Tepet 3R Bictsl B soal Dl THITIT BRell &l Scb PRY YIS Pl HTeTcHeD eI

OFTATT & 31N SfTefaaey <t Y 81 Febelt 2

Do's

Don'ts

v Support and report victims of bullying.

v Save evidence like messages or screenshots.

v Educate youth about digital etiquette.

v’ Use platform safety tools like
blocking/reporting.

Don’t ignore signs of bullying.

Don’t retaliate or engage with bullies.

Don’t share embarrassing content of others.
Don’t assume it’s harmless fun.

x X X X
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3.13. Child Pornography
I8 Uep IR 3TORTY & o gt &bt arefier Arlt ot ST, IR eoxeT At SReeT QT &1 I St
& JHUBRI T Ieeler & AR IS ol P! P Al 81l 81 Internet 3R Dark Web ST T

HTe2H gl
Do's Don'ts
v Report any such content to law enforcement. ¥ Don’t download or share illicit material.
v Monitor children’s online activity. X Don’t ignore suspicious activity or websites.
v’ Use parental controls and content filters. [XI Don’t access dark web or illegal forums.
v/ Support awareness campaigns against abuse. Don’t overlook child safety online.

3.14. Cyber Espionage
S febell e AT ARAIR bl T SIFebIT el FSfeeT HTee & AR fehaT STl &1 I8 SFeR Gu
<91 T iRy AT BT GIRTTH U 9 ol ST 81 SepT Ie9d 31fep ol AT RUIcied STRT
BTRICT AT &Il B

Do's Don'ts
v Use encryption for sensitive communications. Don’t share internal data on public platforms.
v Apply network segmentation and access control. Don’t use weak authentication.
v/ Conduct regular security audits. Don’t ignore suspicious activity logs.
v Train employees in security awareness. Don’t underestimate insider threats.

B X X X

3.15. Software Piracy

S fAT TS & AFCIIX Bl DIUT BRAT, SECTeT DRAT AT FTRT BT M 21 T8 DIURIGE I
T ST BICTT & 1R BIFHT PRIATE! BT PRV I Hebell &1 Pirated Software ¥ Virus 3R Security
Risk *fT 9 STl &

Do's Don'ts
v" Use licensed and original software. Don’t download software from untrusted
v' Educate employees on legal software use. sources.
v’ Verify software source authenticity. Don’t share software illegally.
v Perform software audits regularly. & Don't ignore licensing agreements.
Don’t disable anti-piracy protections.

3.16. Intellectual Property (IP) Infringement

9 IS 2fth [T 3R BT Intellectual Property SRT Software, Music, Patent 3TTf @1 faT safer
ST 3R 8 I8 Copyright 3R Patent PTAT T Iecier 8 A Hifoid TIBRT I 37T 3R

Afciep T &I 8|
Do's Don'ts
v Use properly licensed and credited material. ¥ Don’t download or share pirated content.
v Respect trademarks and copyrights. X Don’t copy content without permission.
v Educate employees about IP laws. ¥ Don't use third-party content as your own.
v’ Perform regular copyright audits. Don’t ignore DMCA or takedown notices.
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3.17. Email and Internet Fraud

T el SHA, J99TSC IT AW b SIRT A T €RaT T STl &1 ST S22 AfhTTd STepRT
TRIAT T U1 BT ST BRAT BNl 81 Te T A AR RGN H G T & 3R IR 96 VT &l

Do's Don'ts
v Verify sender’s identity before responding. Don’t click on unknown links or attachments.
v Report suspicious emails to IT or CERT. Don’t share sensitive info via email.
v’ Use spam filters and email scanners. Don't trust emails demanding urgent action.
v'Educate users on spotting fraud signs. Don’t open emails from unknown sources.

[ X & X

3.18. Botnets
eI PHYCR BT U edd BNl & oY AgaR SFuRTelt o & e vt €1 e ST DDoS
Attack, Spam SoF 3R SeT ARY & foTv T STTaT &1 SwiFadl @ udr ot T2 derar o e
PRI S gl A ST &

Do's Don'ts
v Use updated antivirus software.

v/ Patch all vulnerabilities promptly.
v Monitor unusual outbound traffic.

v Segment network access for endpoints.

Don't ignore slow system behaviour.

Don’t install unknown software.

Don’t open attachments from unknown senders.
Don’t connect compromised devices.

[ X X X

3.19. Insider Threats

Insider Threats T IU=T &Il & T YT BT &1 PIg HART AT P edfch AU BRI b
ORI BT &1 ST S22 STFISHR ST ART, THA T AICTES! 8] Febel &1 I R ST
81T & AT ST STURTEN b I U] & & System 6T uga axll

Do's Don'ts
v Monitor employee access and behaviour. X Don’t give unnecessary access rights.
v Apply the principle of least privilege. ¥l Don’tignore red flags in behaviour.
v Conduct background checks. Don’t allow use of personal USB devices.
v Establish whistle-blower mechanisms. [X Don’t bypass audit trails.

3.20. Data Breach

Data Breach & &Id & 519 I3 3 edfth bl System H GeR Haierefier AT Froft STFHRT
dd qguﬁ &1 o¥cTT & sﬂfr User Data, Password, Credit Card Details 37f< anferet B g Bl 3“3@

<Ifeh 3R AT &I T TR TeheT &l el 2l
Do's Don'ts
v Encrypt sensitive data. [¥I Don't store unprotected personal information.
v Use multi-layer authentication. X Don’t ignore access control policies.
v/ Regularly audit access logs and systems. ¥l Don’t delay breach disclosure or response.
v/ Train staff in data handling protocols. Don’t leave data unattended or unmonitored.
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3.21. Electronic Money Laundering

IE I8 UfehaT & T a1der 59 & HHIC 0 4R o ffieer Area™ 3 39 faxgmaim Srar &1 $99 Crypto
Currency, e-Wallet 3R Online Banking &1 SYANT foraT ST 81 T Snfdiep STuRTelt 31K Terror

Funding Q?T{IQE_—’,T &Y T Bl

Do's

Don'ts

v Monitor digital transactions for irregularities.
v Follow KYC norms and transaction limits.

v Report large unexplained transfers.

v’ Audit digital payment systems regularly.

¥ Don’t engage with unknown e-wallets.

X Don’t allow others to use your accounts.

¥ Don’t deal with unlicensed money handlers.
Don’t ignore suspicious funding sources.

3.22. Crypto Jacking

Crypto Jacking T VT &HetT & R fordt Suimmandll it STFaRY & foMT S¥aT Device, Crypto-
Currency Mining & forw sﬁw fama ST 81 sm# Device Slow & STTdl} & 3iR fosTeft dF @ud §¢
STt 81 I8 31K Website Scripts AT Malware & WRY BT 2l

Do's

Don'ts

v Monitor CPU/GPU usage regularly.

v Use crypto-jacking detection tools.

v Apply ad-blockers and script blockers.

v Educate users on background mining signs.

Don't ignore slow or overheating systems.
Don’t install unverified browser extensions.
Don’t visit risky websites without protection.
Don’t ignore permission prompts.

x X X X

3.23. Online Drug Trafficking

S 3y el SaTall T TRIS-f95T Internet AT Dark Web & SR el STl 81 S¥epT ST THH
SR Crypto Payment 3k Encrypted Chats & HTER I T ST &1 T8 STURTeT B3 39 &t Sl

TuifRral b fofy e gt 81

Do's

Don'ts

v/ Report suspicious online transactions.
v Monitor online behaviour of minors.

v Collaborate with law enforcement on findings.
v/ Use filters and alerts in hetwork monitoring.

Don’t engage with or promote illegal substances.
Don’t visit or transact on dark web sites.

Don’t ignore drug-related online slang/activities.
Don’t assume online platforms are drug-free.

B X X
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4. IR ATGR T
4.1. Digital Arrest
a) "Digital Arrest" Cblj\v*lﬁl HY F TIAT TH 968 el 81 T8 U Scam & R SToRTeR, gﬁﬂ?ﬂT g
Law Enforcement Agency (CBI, Customs etc.) 3T 9 &TRUT 3Rl & 31 ferdT afeh U= 3ToRTey o
30T 3ARIY oI &, 3FeRIR "370T T BT AT "FRGARY § srarr™ o forq 0 a1 Faereliel STepry
CARIL TGRS
b) 3 YR HfehaT b SR NS ol AT DicT b HTELH & ER & TR AT T & & bt 4 Hifcraiferer
R Bl
c) 3 QX Ufsha &1 il ST ebiet, Tl Seallalo 311 e HItherTet ciieh & febar ST & feb e,
SRTRRIT b SR o) T 1T T Tt et et &

Do's Don'ts
v/ Stay Calm and Don't Panic.
v Verify the Caller, know the Facts.
v/ Report Suspicious Activity

Xl Don't Share Personal Information
[ Don't Make Immediate Payments
¥l Don't Trust Unverified Documents
v'Understand the Law. Educate Yourself/Others | & Don't Isolate Yourself

v’ Use Official Channels X Don't Engage Further

4.2, KYC Scam
a) T UGS H AIGER AIRTE SAAIT AFDRT IR, Identity Theft HR T e w3 iy @it
T Ugar & folU U&dT GG Hfsparail bl thrIeT Sord 8|

b) ENREET Bict B & SR KYC Update &=, S WIdTbhiec/Siie F1S sdfd d=m bl Seat o

feEmar = & |
c) IO egfchal, el SR faii e ol Hecaqul i Jeer 3iR TSt & T &l Fehl
8l
Do's Don'ts
v Verify Requests. ¥l Never share your account login details, card information,

PINs, passwords, or OTPs
[l Do not share KYC documents or their copies with unknown
v'Report Incidents. X Do not click on suspicious or unverified links received via
v Check KYC Update Methods mobile or email.

v Use Official Contacts.

4.3. Part time/Online job fraud
a) THAR GRT P Y TAT IR I8 AN Y ENRAT T ST 2
b) HIRT JENITSE, ATt HISIT IR Wholl Sifd GRE el & IT S8t Aord &, R Soa1 aa 31 ST
B T gTeT fhT STTeT &l

CISO HTEaR Y& fefirer




c) TR it SMS Nora TffSd Hrafay # uré ergH it b 3R S & |
d) ST 1 TS o IRy 7 AR eI R 81l &
e) 3O cafch P T s A iy o-a R ¥ Ul |Tae & |

Do's Don'ts

[l Avoid upfront fees.

[l Do not trust sponsored search results

X Never apply for jobs without verifying the

v Ask questions. authenticity

X Avoid clicking on unverified or suspicious links

[X] Avoid financial transactions with unknown individuals

v Use trusted sources.

v Verify the caller, check credentials.

v Verify emails.

4.4. Online Shopping Fraud
a) I UIETYS! U ATZaR STURTY & R ey, fifdl ar arder @Rt av & forw ek < &
b) d Tebell TS &I & AT I Tl H BRUR PR &, W Offer U9 Rl & Sl S8 oI Heild
BN 8, 3R cafeRal T o SFeRY 9RId 8, Ry foreiar e 81T & 3R Online Marketplace

3 SR BraT Bl

Do's Don'ts

v Compare prices. X Do not make e-shopping transactions using public computers or
) networks.
v Use cash-on-delivery. [ Do not save your card details, date of birth, phone number, etc.,
v’ Choose verified sellers. on unreliable e-shopping websites.
. Do not make advance payments on C2C platforms like OLX, Quikr,
v Verify offers. A . . .
etc., without verifying the seller's credentials.

v/ Secure transactions. Do not scan QR codes to ‘receive’ money

4.5. Investment Scam

a) A9 GcTl F RTES! aTelt Q1o et 81 & S High Return T dTaT @<l &, 911 31a¥R 9
EREARINEERS IR NINEINIR

b) JENeTel der 3ffes Tfcrfafey o e & AT SeUT e &b SO U et o O 3 U8l o fRaeret
1 A Dl &l 34 Ponzi Scheme & A § ST ST &1

Do's Don'ts
v Invest with Registered Entities. Don't panic. )
v Verify Investment Products. Don’t '.cryst unpellevable returns.
v Stay Informed/cautious if investment scheme is in Don’tJ.om dubious/doubtful groups.
form of MLM (Multi-Level Marketing). Don’t lghore re.d flags . -
v/ Report suspicious activity. Don’t invest without physical verification
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4.6. Search Engine Fraud
a) T 9 Bl & S GIRGETST Search Result ¥ SRR} &b tofl G0 ST Te 1 el &, g bl
EEISTRIERINE
b) UifSeT S SO H § FoRT W BieT BRdl &, I TRIAS 3R W o fIaRur it Fererrefied ey
ST 2R el &, For fariir JepdirT, Identity Theft 311R 3= TR gRume &1 Fad &

Do's Don'ts
v Visit official websites.
v Verify contacts. Xl Don't trust search results.
v’ Watch for red flags. Don’t share info unprompted.

v/ Verify secure website by https in the URL.

4.7. Social Media Impersonation

a) Social Media Impersonation 9 1T & 51§ ®Is fch fait IR @ifch AT IS i AdveT vt
EAREZGIREINIERII K]

b) AT, YRAR BT FEL/HAED FHARIRRBRT TGN 8 T foxgrar dxep N @ IRy ar
JideefieT STFERY 3 o foft eiiRaT < &

c) S GRATEE! ATel TNl BT IUANT GHR| 2T EIRGT o b feT febaT AT &, Ty a1ey Identity Theft,
Financial Scam, ;r%sraﬁ@wﬁ 311R ot TFPRY T IR 8T 2

d) el WhatsApp/Facebook Fdeil DP (Display Picture) ®T ST dReh s iR IUER PHUT
T T feft STTS I ebelt B

Do's Don'ts

v Verify contacts/accounts. [ Confirm fund requests.
v Be cautious. [ Don’t make payments.
v/ Report Impersonation on 1930. X Never share personal or confidential details on
v/ Be alert to calls, emails, or other methods of social media.

contact that ask for sensitive information. (Xl Don’t share meeting schedule/appointment/
v'Always verify from person/organization on sensitive data on social media.

normal call before transferring fund. Never trust contact/DP/Photo.

4.8. SIM Swap Fraud
a) I ENRISIST Mk I ek BT 319 SIM Card ¥ SRIR R ol 2l
b) I S 31U Call, SMS 3iR 2-Factor Authentication Code a'cﬁqg”%rﬁa'am“r% oy Identity
Theft, Account Takeover 3iR Financial Fraud & 9&aT 2|
c) AN AR eadh T SHPR IUDT ATIS AT AT S Bl UTeheT FR & cTfeh AT AR
fareRor v e ST e
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d) SiTeraTer NS 3 thofl T&aiTT SHTor o AT 71T R TTH 3 Fehel & 3R OTP(One Time Password)

3R o Y FRIfAT o e &
e) STRTHT O dife & Hua! &l dict et 3R SMS 9 & fofT I FaR T SHANT TR el 2l
Do's Don'ts

v Enable 2-Factor authentication.
v Use strong PINSs. [X Never store sensitive data or share OTPs with
v/ Stay updated strangers via calls or texts.
v Report SIM loss/no network. Never share personal or confidential details on
v Report suspicious activity. social media.

4.9. Deepfake Cybercrime
a) TSR ARTET IRATD Pt AT RDIET H SRIRT B Tebet At AT 3T et a & forg
I Al BT IUINT I B
b) S IR Aebeit Pet, Social Media, Messaging App 3R e-Mail & HTe2 & theflg S &, ST
IR GrET{-Tep BT, LR SRl AT STIPIRAT T 2T S &
C) DT &Y ST DT ENRAT ST, I N BRTHR PweAT AT oA STHBN et T 2l
d) 3R Deepfake BT IR I & for Areret SofRINT Tebriian! T START IR Tl &, ORI
egfeh 3R TS ARG H U Fahet &l
Do's Don'ts
Don’t share unverified media.
[ Don’t trust suspicious sources.

[ Don't trust blindly.
Xl Don't ignore privacy.

v/ Stay informed.
v’ Verify content.
v’ Use trusted sources.

4.10. Remote Access Fraud

a) VAR d@id FEIAT PHANYRGS TN aRe dlel faERe Sl @ o
1;l“f?RﬁCrUT/Impersonation TR & 3R Ned a1 Faesfier Sevfaiir SHaRr ﬂ'\’ﬁ & foTg Remote
Access App install R & folg URT <l &

b) 9 Screen Sharing App & HTEZH ¥ Al BT I fSaTeT Teb STl Uga HaT P b foly

&IRaT < &
c) U aR Ugd HaM P & a1, I FaarTeiier STl gRT e &, T U FFRIAU 3 e & 3R ST
et oIF-o 3R Fad ol
Do's Don'ts
v Trust carefully. [X Never share personal or financial information
v Verify identity. remotely and avoid entering credentials while
v Avoid unknown software. someone has screen access.
v Enhance security. [¥] Log out of all payment-related apps before
v'Remove after Use. downloading any screen-sharing software.
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5. TR YU § SUANThdT o foTv TR cgagR 3 feemferder

AT

e

P
wirerer e Rt
Hifear Hifear
il

YT e BT RET
TR oré st

& rSEafdT
TS g
e YT

g T H T PRI GER o HIe el I1Y G Hecaqui &l IuATTebaal el W iRy &
AT BN | FIT TIRT S ST bl MUSIT & FHSAIIT Pxcll & IT TATIT Teipiet P Scele Hea &l
Access Protocol T UTer BT, JRET FrawHl BeAT3l] I R RUTE et 3R TR I ARt abr
Tl @RAT 3TTTd &1 Cyber Security Trends 31 Best Practices & IR & R frer iR SReds,
QYA BT ATFEREU 2T PeTeTcIdieh SUANT B 3R FHIIT SRIAT el AT S & hH Rt H e
TG &
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5.1. UCTU/STHEIT PN IR

a)

AT TP SR AGHT HTH TR FT JFAT X 7 T Pirated OS 3R Application @7
QYN el §& N

fFrIffie B & folv Sge/eiuciv de Uge & foly deel Standard User (Non-Administrator)
Account T ST x| STANGATRN BT Administrative access Pael Ioa/RaTRIT HRIGRT &
A 3 8 feaT T =1fey

0S 31k PHRR BT freg=a/anfeierie |d & update x|

T Y IR USRI Install BFT ATf2T St FdIHa+ 9™ Definition, Signature 3R e & rer
updated B4 TR |

SHANT 5 71 8 TR SEHeid B g4 &b (Window Key + L)/ ST 3T @

I IS 3T STAFTG! &) & A BRI Bl F UgeT SThe 8¢ (Shut Down) TR <

fifex & WTFedRR BT FdHTH STuSc/ia & T updated BIFT TTfRTI

e} TR SeTIC ™ T SART T8 & T aey

SEPCIU/UCHT 3R AIETSe B TR SN, I, T iR 37 AR 3fe/Disable Il
AL U TR &l 3o F&H/Enable T SR |

fepedi it SREeféreT Al o) U, SATEUT U, Heah SRIITH AT 3 Haeellel ST T fore
(SRTERUREY Sticky/Post-It Notes, ST & caiel W HIaT BRI Pin/ Paste fobar 8317 31Tfe)
Remote Access & ot Open-Proxy, Tor, Free 3" Party VPN TN BT ST o 3 |

& Installation & T T Default Configuration P g5 foT SR

m) Anydesk, Teamviewer, Ammyy Admin anfe SR fadT off Remote Desktop Application BT Block

n)

AT AT

Wi-Fi Network 3T Fiac R & folg ST fahU ST alet SUTRUIT df Aead SRt & Fa & forg
Wired ~cdd 4 Ueb TTl driere R el SIAfT el ol ST =1feg|

HeeTelier FISI  Wireless LAN &1 SFAf T8l < STt 4118y

DHCP &1 31&m/Disable X 3R A aRIReRT STINTEHAT3N @1 Static IP Address FfSS/Assign @]
TS T &I FaTer dv & foTT 1Taed@ Ports, Protocol iR Services 6t U&a oAl 12y
3R 3T Tt T &t AT AR

T RaT: H1fcreh R ] B AT ReeH Tab 3R Ugd, physical damage 3R BSBTS
Y RIHT ST F11EY| FEAqURfereTeiiet & b FTRTHT HIRAICTAT SRT & ATE™ | T ST 11T 3fR
B9 Y FH 180 T BT Foot FHENT Dl ST =11V
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5.2. feqaeer fifear qram

a) UEc IR SUINT & Ugel ﬁﬂﬁwﬁ%mﬁ Low Level Format @

b) Redet Hf AT Teb YgarT & Tael (CITRRY |IFCRIR | T N, PIged/hiees Pl Encrypt I

c) 3 ST T §H e Strong Password & Qj;\’f\&lﬁ |

d) fopelt «ft aTfergeet feared W Reqaet HifeaT @ -3 7 &

e) 3T g & fearsd aman (BYOD-Bring Your Own Device) P fEf fhar ST Afey @ik
ST MR GRT authorisation & fIAT T off 37erie fSaTes &f ead H SrAfr 7el &
SRR

5.3. ST R

a) HIETNIC/AATI STT dl UgaT 3iR aHiig @ 7ol data at rest 3R data in transit & SR U
ST encrypt W%Waﬂlaﬁl

b) Sfud EmNERIAuthentication 3R TTR@RUIAuthorization fREUT & wmer faedy off
(ShleC/BHIR AT DI-UIR i TS IR i FHTET N IR Tl

c) Strong UGS 31k Multi-Factor Authentication (MFA) & SN DY WW arelt Hifear o
X 3R &I 3|

d) Personal Storage Devices, sz Suawu BT anfERe/Official Sl TRt ar ERSIETEEN
9 S T SFART el & ST =A1fey

e) ST dpa ify fAaRid &R fharfrad a1 §6-31T Process @l S¥dSi@RUI/Documented,
Schedule 3R R 6t ST afau)

f) fT SR BeT bl R 7 data loss @I 1 3R Tl A GAHiH/Recovery AT &7 &
forT ¥t Business-Critical Data @ I U & §d1q foram ST @1fey

g) Tt STRfET Rivew 3iR Tfterere ATeddR & foTT Original Disk/setup T Ud AT T IRGT STHT

T ST I8 G el & b T e, ATRE-Heh a1y Hive & 3R fbedt oft g SuaiT & fery
SUCTe &l

5.4. 3" UTST UaRINT 31X ATSeAIRET

a)

b)

%ﬁﬁfﬂﬁmﬁrﬁ’qﬁﬁthird-paﬂyﬁ@w%ﬁgﬂﬂiﬁqgﬁﬂﬁlaﬁﬁﬂ 3R 3 et Non-
Disclosure-Agreement IR 8¥T&N R o 1S & AT T ST <1fey

SREl NIEENRSNGI R=ufc/Posture, Data Management Process/Practices 3R I AFTDT SR
1SO 27001 & AT T 3fTcher & ST AMe|
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c)

d)

e)

faghaT/Vendor §RT U 3iR Processed Data @1 S U & ARfr fam ST <12y (ﬁ“ﬂ‘TEﬁW
EAfr / e 3 foT forsdt o & ey wame 1Y fopaT ST T1fR) BiR Smaedesar U WR famT
DT IUTeY FRIIT ST MY

e AT Dl FS eh T GR&T TferiT 3R Hfsharail bt uler e =1fev

JRmfee feares Standardisation Testing and Quality Certification(STQC) TN 81T @1f2Yl

5.5. JRTGS 99 / Password Management

TS 37ERT, BIC 37ERT, TEAT3 3R I Uit & TGS BT STANT Rep, A I PH 8 H&RT P oidTs
qTet SIfCe IrITS BT SHANT Il

qIGATT/Phrases T MA@ & iR Bitwarden, Nordpass ST JeITgel & Password Strength
CAR |GG

2-3 H18 4 9 | 34 (& IR YRaS a3l

Multi-Factor Authentication (MFA) &T SUINT |

Foft JeRATEER 3 U B UGS BT SN A |

IS T TSR AT feheil SRRIAT SRt o 9 7 Y|

fopeft oft WW‘T IRl ® EbT% ot UNIas, IP Address, Network Diagram T 3= Hagaafier
ST 7 ot (ITTERURERY Sticky/Post-it Notes, ST o CaeT IR ATGT BRI (U T AT
I U o g ATt

et ofY arferepct cafeh o ATy e urFars, fiie” ury le a1 a1s-0hTs UIRia ST 7 e

5.6. HaTSeT {REM

ﬁﬁfﬂﬁﬁﬁ?w OS (Operating System) A1 Patch & 72T update o T &1

3 HIaTSeT f$a1g9 I Root/Jailbreak T 3 I8 NifshaT b S GRE Pl 316 R il & 3R
W%ﬂ@ﬁﬂ@?@ﬁﬁ%ﬂﬁvmnerable g7 <t 8l

AIGTge BIF IR Wi-Fi, GPS, Bluetooth, NFC 3iR 377 ¥R T 31/ Disable 1 39T G-
W & g2 W&H/Enable T ST =f2Y)

Play Store (Android 351%11’) Gﬂ'\’AppIe App Store (i0S ?ﬁﬁﬂ) TE Apps download G

W ot off 00 T SrSele AR W Ugel IaYHT g DT rating @RIE & TSGR
3TER/User-Base @ &1 3111

fepft oft Faemrefier Taf/Saem H IRt o T AaTset B Ra Sifth/ TRTel AlS & R < a1 AdTgel
I 77t e o Te fohelt TR & H B <

ST YT AT Wit AT o foTy ot i STeier ofRie &1 TlepR 7 v

et Q0 apT SRCTeT et & UBed, e AN & Sy g G2 AR Bl &I 4 Ul
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3R PIg YU U STRxel & STt ST A SR IFDI B I AR A ST 7 &, ar v
ST T P (S fd Caleulator App 3R GPS 3R Bluetooth T ST 71I)!

AeTge fSaTsd BT 15-37h1 IME| FaR Al Y 31k 3 ATthelTe X1 T8 HidTgel f$arsd & Physical
Damage/ﬂﬁﬁﬁﬁﬁﬁﬁ@%ﬂ%%ﬁ@@ﬁﬁw?l

I BT EETIor B Y Tiid R o foTg auto lock BT STANT X AT 319 HIETSel P e Igd Y
TS @ & fofg Passcode/Security Pattern GRT SR Keypad Lock BT ST |

310 B 3R FHRY BT T (AT SHTherTe Saar ol

PRICR I HIFTgel TR STT CRAR el I Ugel ST T Latest Updated Antivirus 9 T T 118V
SMS T rerel HHET 3fe & Arear | ot 70 ot off fofen T @ert T Arae a_d, WRIaR
ST fofdh 9§ el AT SR, AT BT AT AT GHIER bl JFDIRI o T a1aT T 7T 811 W&
foep fOhT3IT AT HefdaR UST R o ST Fehel &, Foraey SATdehi f$aTse &l GRam Compromised/Infected
&Y e &l

379 I 7 Auto Download Disable @]

91T U updated UEIaRR AITCIaR K|

UfeTehar GRT Wiﬁﬂé?ﬁé T Secret Key i Unencrypted SUEGEERERISIEICIEY
3TANG TRORT AT DT T DR o forg foodT off et gt U SR TR Jarai
(STTERT; HH THIR) BT ST 7 |

&S TS, BlceT AT AU AR A 71: 90 TANIT T BT ST 1 & F9f 37T Juice Jacking
BT RIPR & Fehdl & ORI Fdwifies USB aTofT T & 2 USB UIE 6T TIIeT 30T Fad & iR
ST SRR PR, HeldaR STl R+ AT FaameiieT STTPRT TR o foTt v Fep &l

5.7. STIIC ATSTUIT REM

R QLT /RIATH, ST/ /T el HaTal 2T it oy Hecaqu uftereper/ st ad
qg;%lef & SR, BH2T 3T STSoR F Private Browsing/Incognito/InPrivate Mode &1 ST |
YA Gt IS AT SHDRY, TGS AT 3 HeerTefie] BRI FeTIc STSwR IR FYEKd 7 3| T8
EhY BT I e Bl

3" Party VPN @3l (SI3: NordVPN, ExpressVPN, Tor, PROXY 3TTfS) &7 SUaINT 7 &

3T $E¥IC STSwR A fobt 3 Party Toolbar (3&T&R0T: Download Manager, Weather Toolbar,
Ask Me Toolbars 31Tf<) T SUIRT = |

$TRC & B1S Al 3R I Pirated Software, download T &

foredY of 7 T STt PR AT Wl b foTv 3T MBI device BT SUART 7 |

CISO HTEaR Y& fefirer




9)

h)
i)

fereft off BIS/Tiny URL & Eieid T ATaeT 8= (SSTERUT: tinyurl.com/ab534/)| FeR 3iR
fefRRT ATgERT, URY fofds & AR/ JaUT gHTaR SMmuat feaTesd Compromise R Fdd &
G IR of & JeATEC/TIteTde 38 SSLITLS JHIUIGH & AT *https” & Open 81 %8 8l
feRTRT &¥TatT o & @t 3 o UTY-31, 37T $-3¥ef 3T fofdr & arl

5.8. $HeT [

a
b

o

d

e

)
)
)
)
)

Qﬂjﬁf\%lﬁaﬁﬁ? NIC &1 #eT TR Multi-Factor Authentication PR fadT /T &l

feptt it aFeTferepel cafeh o ATy $¥eT UIAaS AT SIS ATt 7 e

Official Communication & foTq fered} oft W@WM%WWW?HﬁI

Unknown Sendermﬁwﬁﬁﬁﬁﬁgﬁﬂﬁﬁmmmﬁ@ﬁﬁl

"Login Hisitory" ¥ TR fdeies R NIC Y S8t JaT W fUeselt i afafafery ft frafid su 9
GHIE R A Login History H 1S ATy ST STl &, T S9 qRa NIC-CERT-In &1 Jford fdam
SIRICIEY

H%C_GFEF\UT TSGR dTel 35 P encrypt A & forg PGP(Pretty Good Privacy) Il Digital
Certificate &7 ST dn|

Macros dTel GETaT STSTelS Bl FHRT AIGITHT a=i 89T "Macros Disabled” Uﬁfﬁ?ﬁfqgﬁaﬁ'\’
I8 1T B b MS Office ST U5 7 Protected Mode 1] &ll

5.9. SAreTeT AT qRET

QIeret HITSAT ST YA IR H G T b Social Media Policy T R Ugl

Qieret HifaT 3R eafhT ATgel TP Ugd P SR ARKTT DRI b ST/ BT A 3R
BRIEGKN

ot/ & U T TR T TR vt & Ul BHIT I Sfeh cbl THTIOTGheT bf Sffel b
rereT ST @Il Y FRI B & Y Multi-Factor Authentication 2T ST &R

foredY of - STSTTT U /SUARTRAT GRT B Y foids AT Bgall R fFerd T vl

et of ST TRBRY SRATAIST AT AFDIRT DT AT HSAT IR T, TR AT ATHT 7 N
qreret Hif ST & ATETT I IS ot ST SR THIIT, TRE AT TS 7 |
@gov.in/@nic.in S8 TS B ferdT oft arerer HHSaT e W IR 7 3|

SARHTRG ANt HITSAT IChI Tl ST Ugd chaet AT SEPIRAT IR Systems Tab & AT
Rl

MR AeTeT HHSAT Tiewhid & FaTer & folv 849 U Dedicated/31eRT e-Mail Account T
SR &R
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k) 3MHIRG e-Mail Account/eTe HfEAT Tieh & foly 89T Credentials & U@ 3T JE T
YT X f7Fep Account Credentials, Password Policy & SRR 81T 9118

) anfremRe Aerer HHfSaT & FaTe & foTT RAfAT e-Mail account BT SURINT 7 |

m) e HSTT E W URT P AW arelt ArEl B FeT & fiaR Fem MRERI(Competent
Authority) SRT SFHITT feT ST A178Y)

n) TSI YR/ SUBRUI TR ATRIBTR AT HTSIT IchH @il bl ST 7 |

0) AU FHARY T el 5T TN & AT HHAR TS BIS oell & Al SEBIRD Q1eret T Wit e
S UEY FHH R

6. WTZSN TeAT/Incident ROfET

a) P9l NIC CERT (https://niccert.nic.in) 3iRk CERT-In (https:/lwww.cert-in.org.in) GIRT EEAIR
NI FellE < |

b) Wfewr A 3R fAfFT dor afed ot ff Cyber Security Incident @ RUIE NIC-CERT
(incident@nic-cert.nic.in) 3R CERT-In (incident@cert.org.in) DI |

c) farclir TTgeR eNameret A FeRr R ISR Bt FoR 1930 UR DicT I aof df I et
& T TR @1 918 ﬁ?@ﬁﬁﬂ'\’ﬂﬁiw https://cybercrime.gov.in/ WW%&TG‘HT?I‘%Q I

d) TSR R FeeT SHRGETS/SBRT o folt fFraferRac e o1 e foraT SiT FebeT &:

SN Resource URL Description
1 | https://www.meity.gov.in/cybersecuritydivision Laws, Policies & Guidelines
2 | https://www.cert-in.org.in Security Advisories, Guidelines & Alerts
3 | https://nic-cert.nic.in Security Advisories, Guidelines & Alerts
4 | https://www.csk.gov.in Security Tools & Best Practices
. . ) Cyber portal of UP Police for Security
5 | https://cyberpolice.uppolice.gov.in/en o o
Advisories, Guidelines & Alerts
6 | 1930 & https://cybercrime.gov.in Report Cyber Crime, Cyber Safety Tips
7 | https://guidelines.india.gov.in/ Guidelines for Indian Government websites
8 | https://cert-in.org.in/PDF/guidelinesgovtentities.pdf Cyber Security Guidelines
9 | https:/li4c.mha.gov.in/awareness.aspx Cyber Security Awareness
10 https://cytrain.ncrb.gov.in/staticpage/pdf/Cyber-security- Security Advisories, Guidelines & Alerts
tips-by-cyber-dost.pdf
11 | e-Mail: adgts@nic.in & CUG: 9454400175 Nodal CISO, Uttar Pradesh Police
Ram Doot Singh Naveen Arora, IPS
Cyber Security & SDC Team,

ADG, Technical Services &

Technical Services, Uttar Pradesh Police .
CISO, Uttar Pradesh Police
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National Crime Records Bureau
Ministry of Home Affairs
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CISO WTeR R& fFcferest
dep-Teh! RaT, IR Ter gferd
e-Mail: adgts@nic.in
Website: https://uppolice.gov.in
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