A Collection of
“STANDARD OPERATING PROCEDURES”
For

“CRIME SCENE INVESTIGATION”

STATE FORENSIC SCIENCE LABORATORY, UP TECHNICAL SERVICES HEADQUARTER, UP

LUCKNOW-226006 LUCKNOW-226002



I ERRer:
g HeT-exie g

I G U, IR UeH

T
35T d Uit & &3 § T deie! & T I SRy T ofR ifd sqaw #
gfere @1 yftreT PR gl U9 Sgawt 1 3@ 31 S SfURTY 3Nl # Yfer faumT @I
R TRERS P! & TY-T1Y IS [IRET BT 1 e I IugnT fbdr ST SHazad
gl

TR e § Wics e faRvg vd faaes siviy Rid IR 9iedi &t sfasdl a1
@ U WEYFIYdS Wied! B Yabford R ¢, Fore fafdy fagm wrimensii § wdie ufvoms
T 813 &1 TSN & 39 Tebor § T1ed! &l Yopferd fovd S 8 fafia ad-iion! Td fazaiwo
¥ o) Suaisy AT 1 g fobar T § S SRS =am ot SR Sreradl § Sfed
ST et &1 GORd B & Yerd® ghft

31T & T Tt 1 g Aopa fAftr SrRTel ¥ TR SRy Rid S &1 Ufehan,
3FAYUT U e B Ui Sifie1iat 3 U Ip® AnTS it R gl

I U™



T4 3RIRT
g has.
IR Yo HRIarep,
P! ald TETed, J0%0
TETH-226002

Hawr
A a1-e gRa B a9 uftharsif ud BRIRye Tredl &7 SfuRTy & 3H1eR0l Ud
oo & weagel artem 7 1 fadt ot srRiy =@ @t S, SR fadeeT & ged
Heaqul TRUT B I T ¢ | 5ifg wd faa=r sfienfal & Anfesi= 8q U oHe e ufdar
(SOP) & Hehai ! SHTIRTHl HEYY Bi ol et o |

A7 T4 Rl & forarama § BNSS, (URAT ARG TR Wfledn) U9 BSA
(YR Hieg srfafaw) & urayl & ded BNS (MRAE g Ifgan & affa sroRief &4
AT faftrll & gerra § 1ed Yoo fbd o auT die sl , Rdgst , wiises
SYBTRAT BT el &g AT BBV UM & IZxT I T SOPs APl JaTl, T
%ﬁ%mﬁﬁfﬁﬁmmm 3070 mmm"@% | 399 Forensic Evidence &1
e gt werere @ RuiRa Rt & dga Sugon, W, IR 7 dvor § geaa wied ot
W%WWW@WIsﬂwm*?ﬁﬂ:{chainofcustodyﬁmmlﬁm&q
DI SRIUST & farg SfAaRf § |

99 quf fay g & a8 sop Sifg wd fademr sifteial & wy & wlew! @i
TEAHD RRAT Td Wyal YoM Sl S iy & 3wy, frraor g sifimiee g
IR & THy e Twaart Sifid @ o1 9@ | & 59 Jbed & RO Uh T9.0d. & T4
e Td I! S BT 9uTE 9 TIydTe AT E |



g0 g $AR
TRt Fewe,
faf fasm sravm=imen, Jowo
TETH-226006

HaxT
RTY R ST & oy AHe daree ufhar @ysidl) U6 Aeayul Sxias §, off
RTY R R IURYd BRAS Je=H & TUg, Wewr 3R b & forg fezn-Fdsi &1
gifohd Bl 31 e B ST BT qIT @ IR T8 AT B &b 1w weayyf @ b
Tebferd fohT 1T 1T BT 1 farad | WHbTd 8| T8 S&Iaw 37 BIRRIb Jiedt & TUgu,
TREMT 3R UfesT1 & U sirawass wfssarsi, Hideid, ufhar & SRM BIduw! g Afegmme
@1 7l U9 TRUT-aR-TR0T Ufsharaii &7 qui e g1

g TAS $© TS &7 Yo 8, SHT ILT IR1Y R S & SR Giedi b
Sfd gsfei YHfa Hxm aut o ufsan & <R 3fid =2 i deee! & Hem J e 3
SRS DI TE TG & | g AP TP I SURTY R S P U Tp Fafyd ¢iR ifdd
fshar 1ft UeH PRar 2|

Y TXd1avl b1 Hidw & sawaemdr usH W Wenfie), ufparsii o fafgs § 89 ara
UREc! Bl &R & [T SaIHaIaR SiEa fbar ST Tebar 81 3 § i S) way &
ot wics gfie & FHaal oIk Wi HfeRal &1 39 Tweidt ¥ ary fiyemm ok 3
TR g1l H aeTe fIRvees deie! & 1Y SIURTY Rie YaeT H TH|

»

TR FeTre



INDEX

CRIME SCENE INVESTIGATIANL I nd’ . Und @

CRIME SCENE MANAGEMEMYL I nG’ c.¢ TOBA T

COLLECTION, PRESERVATION, SEARCH & SEIZUR
DIGITAL/ELECTRONICEVIDENCES AUt UL I cel H
saUzB oy SMEWUNAMWN O L dzl £
CHAIN OF CUSTODR L Yn 1 O K" t+ 0 &
DNA FINGERPRINTIN&t G ) n] UOB k6 UTH

05

13
20

34
39



1.LFEna a6 0PVNU BaBoR
(SOP for Crime Scene Investigation)

S

é?épu H'n @:0 Or UR" A G

kUeY * OnhzH K| TKao KY

Jreie o3 °f Ur UR  Anéa

PNO Seak@ 6 NI FKAKGR S2LFd
Sty 0 (B, 6 rosn . WaEBan fxing Koo, .,
S6®K G NUL ¢4 0S80 v 6u KBSGl6 f
O 0 N Gty liKgNN Ay GiUN Fyv aiU N

Hnéan ' oe
Anéan o SuB UKS GL Win
Szn $§Y $ Ur N nrdy R0 SFSKN Y
Anéan ' % Hnpéan KY o006
TanUBK ZzN KY Af 83 LK
LlIn C

(s

nUU®sS Kz U6nzlc K
0 $B6UNn 8&YAR BEnaod
LBNG|B NObo $50k L&

S
0 nddédaG Sz LaNG Sy

O¢
Cc Co 8 N () — OO SO NS
S o B =)
c R QDS o Ccoo <o

Q
O

—
B

4 X

ihnc HABN, cU” KNG BY

Anéan
$§ OmNU
Andéan
LaBL
hr. K

K@ Anéan e

KY nGacreént by

(0 0ZS$MUNY oL
ij6 1 Tnad UKOw
Sy i hr K &0

-KY 6 K 2
(
|




U @ ' it B
mw QS C Q_,J: -
Co 2« Cc 5 =T
2 =

i

_]

2
i

()N
[ani]

o OB
e Z ¥
[

(0p3 )

T <

[l ]
-
=

[eni]

'_\ - I_\

Sy K T <
< 3 sS =
(i 8I

X (@]]
=
[ai]

Bh
N C(

S B O( (i}
Oy Oy W Co LW
ci ¢

&

§ BK aen
LauUSoyv

A DRI ® OO

(ai]
U~

O3 USK |6 i 06 r $FRaAak0n K O B3 U KK Isﬁ?@NBNJaKo oma ra
0 s KY LI na’ ¢er B

salzB K

Kénao GSOY

y O

] rrBG Ut On Qi

kOrogio’ NoR 0K 20 3

n St



U
A
Y 0zl zq
f
2

nBdedn KUR KGO Okdd sicl@ABSAS@ad 0 [
Ko UntS®EBn 0 g ; =
L o@B

K zmaintain K6 'n o =78
- & 7
LaUS) 4

BICH I O Lee GEiadiK §

D Cc™— 'S Ccoom




6! Ya 2 B 1K Zy u|OJ¢@UHy1<I|;$hm§K@§JI«tZBo On

s Uk SYNU

LaWs nSGB K6ni

LaB 6 HURKOG6G Kz L0 n\Na’ ,@nAd
1ir’ ry 7 Y= — ]

U o NZ

Tr Y K a

Kz L a

Lau

LI Ky RaU% B EﬁdYrUtzS'BI—HU]l\{zB\InKYn 2sunv
once ryRoUNK

0t , ; $§" Ur N

$r 8 , ql i Uomna

ne 1 n 6 o .< l 2 nd

Ny Qa6 K& 060 ) HyaU

TnazBOhHh &Y Nn @ 0 ,
OYUt Kee, nz6 pzaill e 6 U6nzlc HY[GEEBS Bk @R @d68BIL &h o
n6adl0n SYNU OnaROq TOzZkRupoUOHHRLO Lana LaUS|



K 0 ceY fplackening)

il nDaGr On  KY L
(burning), I GSNnY (charring),

(tattooing) hUN KY U
kSnNa $§Y UnéaU
] r B r 0 W6ezGap O

h3vYyoa~ ¢ 'TKroM

Mher Sya KY &006 ceY
SUNK nLNGK ij6

X ~

r K Z
i

fIKnNRYI syYrLyoda
KnszmB ij6 TrpiKy
r>U0B wNoz S28 Y
Kéna LaUS]) i
fhMLNGK $§Y O0u06 |
KY T nédsy ofloel
KY FTUKs8Y AhUN ni
Tk 0 el K k& NiosOz B
naNUO K& ULGL G
Lanmaog ,Bda BEK HS K
ULAa Ur KUSNi Sz
ik ZzedhlUN KY R6G
SZznY 0YNK  KY |
h3vyda~ $§Y cekn)y
$'0r N 'Kz FReek | .
G ’ . Blo Collection of GSR
UNR ,
$SK

fr @ S

Kz

0zl
fir os

san

n i
MLl n

Rough sketch of Accident related
Crime Scene




KY o006y 063 UL
T N K6 3 i

fULUKoK $§Y S8V
hOws BLSc KY $E
j6 o0ciZilb KY @
K63 i
fULUKoOo HURKKDT
hoad LK¥IFzB SO 6
ced i

g6 1ir 6 Oc¢  KYKY n T

=
]

v O

W e
Cu Co

Z Oy & O O
Co
C:I,x

— &k =< <

= =
SO SO TS WS X Ce
Ccm Cc O Ce
" Oy MK S U
o)
gz
o X o
E(*?\_ =
3
S = o
=]
=
=

=a

O Co ™ Co < Co Ci

[en]

=<

S = U
S -2

i) 8 {en]

2
Cc
Qc ™
_§

Visualisation of semen samples
by UV Light

O 0 [(Kanging) T K
L ¢ B (Throttling) $ ' r 0
TKON

s

=
(9]

a | damging K
ninc §BKY N
feed R KY mnaLY rl
faecal material K& T n (
NYik 3
1$ BLSc
KSnNG

Saliva Sample

Dupatta sample used in hanging

10




(V)]
S = U CoD Ccoo— CRoS S RCR-RXNDOO DL OMS T«

(@) )’

o,

[elq ’a -

o coo & fé»
(]

Co

3

N

o

Cc
14
2

| 2N

(4
o
1

Q™

OGO S0 Oy T —
o FS oex Qon
oo <

T O ccg g S omW N OS¢
%oco-ow*—lcv
<
_é C o
)-
A
<

! O Co OeFK T Ceoc &y T @ o
I &

Q<

<
o)
& Cx
-2 —
~ Ce

O; O« '-<)
<
B
I
us)

>~ Co
Cc

ST o (J\l(‘: _ o D
Z¢
L=

-<) Oy To (N
A
[l R

&

Burning marks on body of victim

Pattern of carbon deposited on kundi

Kerosene cane, match box etc samples Collection of food/poison samples

on Crime Scene

=1
&
é)
C C¢
-

Cc D o S
(@]
Z

§Y tal

Kn Y i § Bavaday bag,n Y n @
5aU0" K 69k 63 n
ITy YK K& COS" 6 K
H cek ny K ULKGSY
HpaUOQlra r nSLO

Don’t touch Keyboard/Mouse

Don’t shut down Computer

Use Faraday Bag for sealing of
Electronic Exhibits

11




()H)N

hkltnd rr hxk

T"FYLzK nylomg ™ i0d
Kz $U0USUceN KO6NY
KG Ozl z@OuoOd K67
fhr  KNanB&atd K
TavwkéUnsaUh UK® &
KE6NY $§60 7 a0
Ur RYSRzB KOG $§8i

Hr R
fLEmG’ ce néK GNG3
6sa0OnzB OO0 Tceen
Ur RYKZ«k BiiB
fTeen RGO e nANUIND a b
Ky 6 ZB®®idUNn O 6 O
L3dgmL ey Knsy |
§BKU®N K63i
q000r N2 @l ah K
NzOr NzHBUENOGS6 Ka
TaK63i

fTenRGce nNanl §
Ar RYSZzB Kz celrnid

° -

SuU" K 09ykio3a nj

Pattern of flash & Smoke

(| -
g

Collection of explosive samples

e

Electronic remains on Crime Scene Samples of burnt remains

12




2 .
(SOP for Crime Scene Management)
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Bone * ‘
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Soft Tissue
Hair (w/Root &Shaft)
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Biological Evidences K0 Nundan KY HnUSQ
I. Short Term Storage (up to 72 hours)
Type of Evidence Frozen Refrigerated Temperature Controlled Room
{at or below -10° C {B/w. 2°c-8%} {B/w 15.5°c-24°c} Temperature

Liquid Blood Never Best Less than 24 Hrs
Urine Best Less than 24 Hrs
Dry biological stained
items Best Acceptable
Wet bloody items
(if can’t be dried) Best Acceptable Less than 24 Hrs
Bones Acceptable Acceptable Acceptable
Hair Best Acceptable
Swab with biological .
material Best (wet) Best (dried)
Vaginal smears Best
Feces Best
Buccal swabs Best Less than 24 Hrs

Long Term Storage (more than 72 hours)

Type of Evidence Frozen Refrigerated Temperature Room
{at or below -10° C {Bet. 2%-8°c} Controlled Temperature

{Bet. 15.5°%-24°}
Liquid Blood Never Best
Urine Best
Dry biological stained
items et
Bones Best
Hair Best Acceptable
Swab with biological .
material Best (dried)
Vaginal smears Best
Feces Best
Buccal swabs Best
DNA Extracts Best (liquid) el Acceptable (dried)

(liquid)
O0z630&KUr R
UOULKe |BrBUKp 0S OO0 URKaONKNGC
An6an KY$ IKMGGINAAK L ndieca 689,88 OY NnzRi Andéan
$aU0 KGO n9yKY ULBk
Kzlc KGO $BKKaE $UFc UOKY I AROh hah @ HoOe sTaYmud Y89 Ma Ozt z
hn $S8S6N SG SzBkY U&VulKlI naOnoecTorrmB QM r YLK KYi O8c)
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ANB hnp $00 $Y AnYUNRSK UKe rWwGoE okND {FOrdmdrkken ¥4 H| On K6
LFna’ @ KY AnNUtn At s$aU $BKoeh% $BASAW iy KB k4 &0 keBd
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3. SOP FOR COLLECTION, PRESERVATION, SEARCH & SEIZURE OF
DIGITAL/ELECTRONIC EVIDENCES
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KUSK® S8j 6 HSTK QL An 6 SirhY |
ZIN® SH KUt Urltor O FsSK $AN 6 Ki
$ U celK§Unowt™ Y olikelw O #Hn 6 U tes ¥ dz
UKQuoo,)s a0 KY $06 G 3ANTBasNG U n
Us K6nSiz Balit Urdmdhal UKS aj16m ¥
Ul &2 8BS Uckja 3 0 r miin &®O akodn
r. o KN8zBgHs KY UebOY OS hr
3 TO6U! K& «kh UtUOLle U
BKU®eN | rB $tce K6é6nia La
BKUeN UKOY «kOY UtUOLl e
ULSKao $Gno ceaO AUOOU! Kz

v o O

= I

«

U Oy O

(A)Ut UL I ce (BIGITAL EVIDENCE)

$GLTah z UkUnaU n 2060 (20236 I BRz)U R N
{The Information Technology Act, 2000 (Amended in 2023)}

(VKB C Zz&z KYS ahVY & |:(@ & 65)
(i)KB ¢ WIS6 BzSYKE n@ 0 66)

(ii)L zZ &K |KB ¢ &IB& WOrsnB LTanoK & |
KZT 0 K 6 nQid k n@ 0 668 Ji

(iv) KBC$B®@®znh UNKaOT nOzKkéd K
NzkaKR&W@ 066D N

(v) UK st 1W0&Kkell UK ZKY ¢ K& nT$ 0 i
K6 nQoT K o UKRANN @ O 666)

(viy$ 0 B D K BrKa: i o e6p O

(Vi) HeYI DX QOB . Ok OnKT&EGU
K6 mn@ a 67y

(vii)OZn z BAOUWOWENL 6 7 Ole¥WK @l K 0 R
ij 6T $ 0:dma 67p)

(X)L O An Z n Y quocsaa X

)k el O akYl cel B 1 0 31

X))k znnG&NIn L KA ~ BLKYU eNB ¢t
(7 0 B2

(xi) AFn U K81 BLon3 G LKYT K I O KK
U el B 1 0 320)

' Infyrmaiong

)

)
echnolog
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/T \

( Network

Forensics

Computer
:. Forensics

Moblle

)\ Forensics /

Digital
— Forensics
/ \
/S \
Database Social Media
Forensics Forensics
// eMail
\ Forensics

Ut UL $d @eUz B K Searcheféir Di§gital Evidence)

1.LEna’Wwnéaln

KY $§060|lé¢ Ul §00DKe®kdKEN
OG BN r & 04 na (i) Volatile Data: | § Y Uts@uk s8¢+ 0L
Anédfe n6Un' UceNa AE5Ur LEG || 00 UISGON Hr ' 0 Mbrtor/ Screen n 6
Lo s .U kzL6 Sz 6SKUSHRThGSR
@ce¥Y ATL I na'KaeyhTaassh nt aww| 04 Konlatlpdt UL I ceh ¢ @i @G
60 AUSFNnG -Hha&Y S ' an uf|LOMEIEHIAYSEYI®RAM!E Y.Ir g Uc
§'0UrN $uU Tavy 8z sKNY SftDUHri #H$ TKTrdige Ryol (4 yETK
®Lrnag e n6 KnYlaUrtka n Imager h UNS Ymage Ny Oa6 K6 $sU

AURK Ky GGl sc Ko Doz ONS| SKNa Syi o
Ké6 a0 $BKoen UKO®a Lana 0l () Non-Volatile Data: | SY Ut ULI ce
(’C)U’nﬁﬁljﬁl-lgﬁhﬁ,ﬂ@fTOB’ﬁ’n r Nou| Ut Ot 288 @ UK @O0 rSG GNIL 0 KYD a |
K6 mniné a 0n 53 $0° UceN §0O¢ OWt ULd ot ba o613 26 :-6IN
sulzB KY &BKEwekk®Ek sKarOco|| Ut s GRdr d Yn & v *,Tﬁqﬁ!ﬁﬂt
Kz n&ZBLanY KY san S{| Kuidczoagod @ukmitt, BONI s
raUt 6zquoai 0zFzquoda K6 KY UtU0Ll e S?EJ,Z',:B Kz sBK

§0ce KEna LOGUSOYI

Ut O @ KYUr - YRAl 3Y Hn 6 anelUnéad U SH¥NKEK &

(Aim of Analysis of Digital Evidence)
()$ BUB ULUtoer 0sHS AN 6O
L 0'n KG®K KN 0 i
(i)t 0 Oua@ESU $ & 6 nliké§ BUB U L
Ut r 0$FESB K UloeiNn KO 6 0K $lar § |
KYH n Yi_ o\ n Driginal 99 i
(iUt OLSlodK 0L | n 0] ¢BS 2
KYsa®' r > aUnN Kénai

!

<
N

(Important Steps for SOC Investigation)
(Ut ULs ootk & 2 U

() Ut OLstoedk in SLan

(i) Ut U Lél ok &8 BK ceh

(iv)Ut U Lé oodKYn U 6 r(Bamsportation)
KN Z 6Qinain of Custudyo 'n W]k n @ i
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Ut OLFoe OOHOSWKIUNGAUA

(Digital Crime Scene Investigation Kit)

(AN 60 BeK2z U6 KB N Y loeXYjellow Tape)

() Ut U LKy a8(DILR)

([i)AUNU @Y Rbwier Backup)

(iv)r G U K90 é(Gideo Camera)

VN ZHY g9t

Vi)k G & 6§ UnGa & edalic’ ijénNmDaHTsr i

(vilceY O el j rGt 3§ O00Kc 6

(vii)n Yona K¢ 6

(ix)' z 6KBLI Yn6

®)] BlTrYUbB Kk

xi) Oy G K

(xii)” G + D ikFHtod B o X @6z 6 sKFnWId nUn Kt & URDUO L+ G UK I i

(xiii) I Yil. &h r n coéd@Forch & Magnifyng Glass)

(xiv) 6 0 KYN™ 0 (GMves)

(xv)L I fra0 N UldiOae U & ¥ ¢ r Yir@ident Response Toolkt)

(xvi)K'n 1 /¢ 6 ¥ SATA to USB, IDE to USB, SCSI to USB, NVMe to USB, PCle to USB.
(xvii) 6 U H Y K:4JSB, SATA, IDE, SCSI (Write blocker)

(xviio GskY a5 YIRS ¢ KIZRUK S YW ee] TndOzk UKOOD LaNW®MoSyn ISAKIEEN
HOYUL Bi Upgbsnsy SYNU i

xix)Oz 6 IWEKENV Bk r YO6

(xx) Volatile Data] K & 6 YU ced Y ¢ r X §-8Wh32DD, Win64DD,FTK Imager,U O % B,Ih & N
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Ut UL e $ 0 UEG@URKE OF BIGIVAL EVIDENCES)
Ut ra#rs , 08B 4 @50
§0GN Sz SKNao S96]
Ut ced | KGO «kh t OFHC
SUSN $§00G taH@I i
CPU SEYUBRK3A suaoat An
§KNao S9i KBSGCGI G
FYlEo KGO HEWL ndmbr
j6 Ts§Ka Ur.VYSn K
LaNa Syi
O.L in Us$" o6 o613 {
Display Monitor UNkah NYNnY racel $
(CRT/LCD/TFTetc) | HeeYIDYUnK $aU KY
screens of Mobile KNG SFi O6S salr
Phones, if switched [0z zqQu O KY o6a]| 6
on S$KNa Sy ij6 Urrén
UKOO La $KNao Syi
it TR C Y Tt
Biometric scanners II Uhia 0 ZNU ) O & KL g
Ht LonKuys KG L
etc.
Ut rars$,rad0@81 an Y
Digital Cameras KaUlspédLijé UNnhoBK
S$KNG SFi
Handled Devi 5
(Paergfr?al [(iig‘i:t:ﬂs H'? ' nk 6,ﬁ ¢ B AéAYA onl
Assistants [PDAs], |§u . - d ,§/J'§ N &qqrssy BP OK“
Electronic SRS L L e
; Ozn ,6BRYR Al YUho{
Organizers, Smart _ . N
i) nasrtc hUNiI
Hard Drives
I(f:sll)png:jl\g?twork Ut r 0 A#SMAK DA(vjdress (Media % ? Q
Access ControlE O Tay e é —
Network Interface S m S
Card (NIC) T Q Q
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Modems, Routers,

dh L

8 Hubs and Switches h U o o
anKaéd Sz Sy i P N
9 Servers (074
n
a
Network cables and nYI-,rK_c ,KY _o,e AKU N
10 | connectors NK ruans Lun¥ KY
KnYlls§cv KBGCUGIG6 $
TKO06 KaKgdsYodm3a oN
Baers HS UtroHS §Y nNEd
11|72 SBNYR ij6 Ozn nBo 9
SFi
12 Printers
O
Removable storage []FJ -
13 | media and devices hun
our
Ud ce
Ut ra
14 Scanners |:|,rv§/ﬁ
Uo ce
Kh |
6 VY,06rg
nSLQ $
Teleph A .
15 elephones SFi HS$KY K
HnYHBIF 631 $§BO6 BN
SKNY SF ij6 rvYOs
Koo K6 SKNY SFi
TUNOZzB 63 YKU 102 N1
16 | COPI€rs HoeYIDYUNnK Néng®: S

K GUser Log, Time and Date$ ' r (

FYTay § KNG§
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o CD & DVD Drives OY TnKén taredl tH
Urmo3d salU nada La
Credit Card
18 | Skimmers
. KO | nr adnNOG ut oL
06 \I?vlg![tcarllleimart Address Book nz I zEntB I
Ky e3dz6n mBovGe hUN
SZNG Syi
20 Fax machine
21 Keyboard & Mouse

N> @r Y S dBodumentation)
n

AndéumeKiN™ ar YSOUKBH K
onNs&w ShnlvdaSyKB ¢ Gij66s ' BU
TnK6ij6 At s UKBOZUNK UKz
Ona U UN 03I KOWIKYA wi B¢

OzFzqQuoOGlraUt &zam A n U
K6 WY o a2z 8y i

Chain of Custudy KaN™ Gr YL G K6 N
(Documentation of The Chain of Custody)

$ UUNKBANS 0 U ®&hain of Custudy H a ¢
N6 §Y eV {Moblmeted) S 65 0 (5 BHE
$ Ol 6 AKMNBZ 6500n6 UUN 6 SY i

Ut OLd@eKiTaaUn KNG
(Authenticity of Digital Evidence)
(i) Forensic Image 6 na O3 ] UBU L¢
SULNOABBRY " GsymdgN KE3Ii
(i) 6Gon $YTayvy Ut UL IFlo@ n K
(Information) K2 U6 BW R i
(i) 6 0 IV KKdl n OKoAL $sY UK
e _An 063 Kzh oNclr n
VSaumnBEB 0HGt 0 0YK KHD
nz1008k@KOUS G U  Rh&in of custudy
§S0 SSABnED Ocod B S KN 262N
Hoaf B KNS I
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Ut UL $ @elK a dzli(Seizure of digital evidence)
Ut UL BaelKanSL oSzl a kYoo, N $Bankz 63 UsK6 KaB n Ozkké KFirst
Responder/lOi 0 B d&zUK G nm UiSS)ao KL dzd BF na nf6eBUND 6§ & UK
ry Kk Annkad KMYK a0+t OLOGB k 6 0 TIBEUGY $18dRKY oKz A 66 81 U LHHINGKY
OKSOING RO Y § | kig Naek alO® KY i OUN B8 oz K dFarensic Image
LFnma'naSa obnwhd UiBd $ BUIN 6 Forensic Image N Zz #¥SE Ry Kilik rn nkadl d n
L 0 U Sdreinsiclmage o ’n kWOVeeH U 6 G rkKNBS 00" Kd n 0K @mhw US|

(72
c =

L O &8 C KIS dzl(Seizure of 0 BAB ¢ (KI5 dzli(Seizure of
Powered “ON” System) Powered “OFF” System)
() amKiN_ a3 i . Oz zauotir Ut BKAG O
(i) Volatle DataUn' 0 nUS06- | KUZ2N |K K63 i
Condition | Required Action ()T n K6 KZI'B2 Srini¥ée® ) 2 K £eY o
) b O0Oksan | Volatle Data Acquisition 5__65'_"V . . .
Required. (|||),S a E{b K in Nak oKMYeCPUL Y U |
) b 0k s an | NoVolatile Data Exists k z eedl ) . . .
S T A (iv) Non-Volatile t Y,FCua iz 6 614 Ut
(iii) KB ﬁt'ﬂi(laﬁby\EbHZUqu:!-_lga,(oH L ey s YT 8RNV §fiRE NK 28 ¢
(iV)[LU¢BW&ﬁUKﬁEUNWf}G|B|‘YV* ryK%GhdZKﬁ'IK%@szméal'
Kar UNO& 6 3 i X MoulnK6fGBBYGr $@atr o
(v)éOE['nYUijn(ir]Z}iimeYd,(a’éEli KZFTKZI‘CIC'SHIV
(v)T nKa Ozl Wa oGz O i Ar §£lL ®OKB ¢ KizB_ | nOnK 6 3

(Vi 6 0)z0 YK 26 2 KKWT ceh Y I KKy U1l G
KZAOoK 63 i

(i) Sa Uk’ Kin Nak tkKYYeCPUK Z ¢d
HsOn ™ nKIB3i
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@ Faraday Bag

faradaybag.com

F R 0 B A

0zouaHe Ozn KO L dal

(Seizure of Mobile Phone)
Mé$rcTmdDoarHe KI NenmreYB
UL$sy T sVt @avro N Sz i
(82z00He Oz0¥KYD o3
Hn rAeroplane Mode 6 3 K63 i

rN 6roa |$YY

Féghtn

Tay

(iii) # ¢ KY , 60zG0NI H \@IFIK Bluetooth $§ Ur ¢ dlisalle
K63 i

(iv)0 2z 0 0 FHee 00rzome 6UBBBIOME cKzZh Hp " 2
plugn KH&sY 0o zlomdcetoe jd@urmSz $ KNGO
WozouarHe Ozn né KizihH Bméod, Opendy
Kédzouaroe Ozn n6 KU| OG KYni
(viy $UUnU_ N K63 UK hnp Utraoa#s
ASU6U0ON * ah né6 mn | z33i

ViHUOU &N UK KSGAUKESKY 2nas S
vinTnOzkKNaéugde Oznu&KatrdBymy I
RGN KénY KAULKSZSO'RR O0K6E U6 Kr 6 G

=

(ix)0zouHSIKHELBL &S 66 WBUNB GEN#HS$
UKSHAY z 6y wHKBEBHAHUI3G6 4 6KY § |-aA1
Szi

xozotuHe QancOWEIMS By L Dhar N
K63 i

'''' $ 0 LAluKiditmYFoik¥ 3 Ukae(H
,6&3@?00Hm Kad Knvyuol
n  S&@ &0 mMd&unminium
Ut Y o3

Faraday Bago 3
L o Gréraday Bagl n ceff
Foil6 3 Kr, & BK6 Pprorli K KY
(xi)j Y $00 Ut ULl $00
h n KY 606oe\? KY Ue Tn
(xii) OUNK $Ki0 6 10+ r oKtd 0 Sodt 0 G N
Chain of CustudyK A Y&k 3
Xiv)KY 8 Ba @ At $ BNCR &l @
OUt r KMEBoe) KHeek$ Gahi|

) e

BGS KKYS @
[

Ut OL$ @eKdny KY UL
(Packaging of Digital
Evidence)
(s O/RnY U N3 i
(i) SOUNKGHKS O H @
} D kHIrSeF i
(i) 6 210D OKFEK 2 oYW cell YBT n
OwWnkd nOK®I i
(VVKhKB ¢ WIS8 BYo 0 00y Y
$OnWélH &KzT nKKG 6,28 Tl
j6SB®d®IT nKGKYE BeY K
No UK nia'Ka 08 & n aldis KY
MSGL KBNY TSmpKX% nszOm
Model, Make, Serial No.h UN hr |
$ULMHBOKN Kéna

o 70

r ast zd

(vi) TNRI Kz $ 0 Anki-Statig 1
Plastic Bubble Packingd 3 $ K& @
LaUSOVi

Ai) OUN 067 0 0@t/ @D2Z W
Ud Y Nz 0 Z 0 ke
Mode/Aeroplane Mode 0 3 K6
Lanma LaUSOYVI
(vii) 6 Zo0ure Kz §atr
Faraday Bagka T nOzk K6
Faraday Bag ™n Szny K
Alluminium Foil 63 0z 00 HO®
nafl L oaé Kr 8 K6
6zoarHe KOG KnYONUr|
(Vi) T ¥ YKYKeZ JorY aKad 3 i

(ix) $§0U0zKkBz AUNRG q O

TOz k PPBoEN” 3 i
(x) Chain of Custudyo 'n i)k 3 i

LaUS
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firewall

internet
router f ¥
\

= R

wifi router

servers

hub switch

hub switch

client client

mobile phone

client client

client client printer

= = -
LAN Network Diagram

Networked System

A)L 0 BL B)ysulL®é
nYlr.,tc KBCGIG6ZB KO LoBUY| O $rcTO® LYKIKL6IVKOY
Ko nooen K63 % desktop, n Yl r Ke U$" & §$Y
T39 % UK$ O $BBINGME KKe $§
0 LaBL KY T3Y,ZB ij6 néa0 Kényt Vlogs Sz SKHG S|

niéoOudIN K né Ht KBCUOIO ,OQUKUd
U nYlr Kes6adelow O6r Yee ij6 $rc SKNu Syi
K&3i U0 KB ¢ @l 6, techNnical\Kcomplicated
O nYlrKaEYIOWKE FznzeYLd Ko Sz $KiNG SFU | KeoHA4
el ijs S8z S§KNG g i
G Unnocd6N K63 UK KZn §VY It UoURABYILd na 63ANZ
SF nYlFrKe U$" 6 KOr Ru$
G nYEr Ke © ¢ NiaB@Ndssust 9 Y || %?“foquT‘:Xﬂl’ﬂ",i'u .
Tndzk K6KY EWmiuBzka ngf " OUN KX SCUlBYIUsKco sY
U nYlr Ke | Dy Wibekhark® dcpdsmp K @ EZ,SOOO U_S, ,dl?v,:x',ﬂ,,?,s_,m{,ﬁl‘
TnGzx KG6KY n¥irke nyky (| K2z Ou Uredcdmb=Gus
K63 i a z6YL,1$nucd anHp8 OEK
0 US" 6 KYOU~{ kG6TRWKKEB £ BB Nd 6 " amn, Inod> N Sz s
i 6Policiesk & §6G0a K63i ~ NNonb®sldo +T_U|O:O“V Ku
0 §BKESOO O kANSrWG6KWN Rl 8 srcd sY 40l 4B UNKY L
SLe K63 Hnr o tDuoH#HT Ku | Xy O
G Un: $1 Ko R-DgBLOKGAUr™ U %fVLLIU“v“H,L@“US_?Y%?SHﬁ
0 AnUr NG -G B2 6 0 K2T f OF 6K G Ut ULt ceURS Yaes uliy RY S
NGl NG| KG3 KiNanUsas hkyl| NyOoo Ku tdnu LOUS
K63i U0 se® UKOY «k(Q r_'EJ NWKsSG' noz
U nYhr. tc KBGCGEG6ZB Ko U Ki «kO0 mo&uUAKAsIYMNU)
UNRGOUNNS Rz BKGEG ijrpa o r . K TOzkROcd OYLII
Tayvy K63
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Step 2: Wrap in antistatic
envelope

: Wrap in bubble wrap
envelope

TIANDIE WITH C ARE
ITAL EVIDENCE

labels and affix on envelope
along with instructions.

Step 4: Place in inner clothing/
laminated paper envelope. Fill
information in self-adhesive

Step 5: Seal the envelope

Sample seal impression

Steps For Packaging A Digital Evidence-Hard Disk

Ut ULt ce a8 BiS&®S B6UNA

(Transport & Preservation of Digital Evidences)

s’BﬁDdﬁL’iﬁbiDté@eﬂKzéU()’Uﬁnm GBI amn

LuUSIDUKsolGZTu)NOSLOrUY Sz UKD

T UN Ukl ) LaNG U 1O @r u@zo&quu

UK@whnam US$ UKk Kaed UKAan 6Dk s 2z 6 KN

Ar]()Ele'lm'sKN@W

Do’s Don’ts

$§0G r>UNB Kz |AyUrkKUY Ur UKé6 A

§Y NG6 6k3Ii $§BnKe o6d n hr

KoéY KY NonooAyUnK kod o613

Mo $§Y oLG)B [dYna U+ 018Gt ¢
n 06z83i

Physical Shocks Y o6 L 3| Ut ULF e T nKén
LkS 63 m 6k3i

BreathableK ik S KY |[Ut rafH$ KY Kn

0262zB Kia TnOz Yook nh)| Bel

BubbleBagkd T n&zkULn r> UWB né
ek 0,T%2 ndé Yo

6Use Us" 6 OGU|jsG Kzh Utraf

U’ UN 63 6k3i |[LZ nSceY $Y oOF

Satc Ut KYYUOU

09k Ko B YOouo

dzouHoe KY 00w

H Yoace KO3Ti

nSeY wYoe né

T$s§Y UtrafHs né

U

0r i 0 (Preéations)

) oBNUn&GRGKZK Z 8T Q BI
" YUMENd Kal n O Xk Bia nRE G
Ki YULHBT g KS6KYCMOSU L &K 2
n UK &N K Oa&vi

(iUt OLTrmpeK 6 0 OB k 6 & Timw
Uce] ~ G000 Gudakal n OnkK 6 :
472 BORUO L BelHa 0KB + 1$9GS
T nKESNUKK In UK §)inSLKINGI§ i
(i) OUKB ¢ nIScsYB6 i BN 4 $
KODI $ Kiiti®a bk $ §HinK 63
(iv)] KKK |t YKBKY roos SUSB
nzr3a
LonwhamUS) i

V) Ut OLT K 6 KYU K $GiiGU S, KYZ
0 cen 0mWrKK 0 ce3 i

(vi)§ BUKB) ¢ K260 el 632 S &N

Sd B3 i

(Vi) KB € KIZIEdzK n ¥ Y Sc&Y Un
K6@K D il ¥10 Rz 8 BUND 6
ga UGS H &y altd, dVYnd
5.0 °“°&n@aé+mu hddmSzi

(vm)sUUnkaEN(LdzU K|$anu
LYUSSBUB@WE Tneetf S
n S Bi

(ix) 6206 0®EK zL dz K6 név S of
SOYREOAZ LUNK S Baaual a E
K63 i

B’ /n D s B 019 K KD
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Flow Chart: Search, Seizure and Transportration

of Digital evidences

i

[ Keep away People from the digital evidenoes like-Equipment, power supply etc J

NO

]

A 4

Check the System is ]
switched ON

What Should be Seized?

For Evidence Retrieval

» Floppy Disks, CD, DVD, Sim
Card, Memory Card, Pen
drives

» Mobile Phone

» External/Removable Hard
Drives

Help in Examination:

» Manuals and computer
Software

» Password Paper

» Keys & Dongles

Printout Comparison:

» Printers

» Printout

» Printer Papers

Reconstruction of System:

CPU Unit

All cables

Power supply unit

External Hard Disk

Dongles

Modems

Keyboard and Mouse

YVYVYVYVVYY

f
l Check the System is switched ON ]

YES

NO ( Do not touch
( Advice of Expert Available? ]— keyboard

J

IYES

L

!

Follow the advice

[ Do not take advice from the owner J

(For Imaging Volatile
& Non Volatile Data)

)—( Label and Photographs or

Videography

|

]

s

\

Make note of what is on the
screen and photograph it

]

Allow the Printer to
Complete the printing

[ Remove all Connection cables ]

|

» Documented/Record all
details
¥ Remove the equipment

|

Ensure that all the
components have proper
exhibit labels attached

|

Search the crime scene for any
other valuable evidences like-
password paper, diaries,
notebook etc

Ask the user for any
password and record it.

|

All the evidences submitted for
forensic examination

!

s

Remove the power cables
from suspected system

TRANSPORTATION

» Do not bend any disk.

» Place hard disk and circuit
boards in anti-static bags.

» Handle all equipment with
extra care.

» Place keyboard, leads,
mouse and modems in
attached bag.

» Keep all equipment away
from magnetic sources like
loudspeakers, heated
seats, radiation.

» Place labels on them.

» Place personal organizers
in paper envelopes.

» Do not place under heavy
objects.

» Electronic device like
Mobile should be packed in
containers to avoid direct
contact of hot sealing wax
while sealing the exhibits.
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Digital Video
(e s2zi: == = Recorder

Home Television

o | L

Remote Computer Smartphone/Tablet

LFnd” .e n6 sasalara OU LY
(Collection OF CCTV FOOTAGE at SOC)
SUKE YeedQCIWS 0 U KY An dHKEEDHE§KmOiwo & BUY
g cKBKYUDK G ¥ 6An6EmBEK 0 Sbsiuilb& KNS Jimage K i
D&M UKGN S L &% nlvK SLA- n @ r]GHUKSKﬁij UNUrKEB Rk Ba ¥ 07z B IK 2
KGO B K @ as KNS STGKSW ! KA n 0 Ky Naek 0lO® KY i
0 $ Y D¥YRKESBedal No, Make, Model NoHy 0 UN mzl KG6KY $§0Ucel
0 LoaUSOVYI
WRUKS G j $Y " 0n nBs Yeks®YOS§ s a3S BB cen 6 K COWVRE I n1” |
r UNongakBHDYRAGn & O ¢ NG Technmiani B & UcedOY LanyY KY $
noéa 11 Al E ﬁ} OFeKt BoUAnNLTOSOVI
CCTVOU IDVRK 28 BK (KBBNKY n_aN 606c 69yn 63 nyK KENY n

i) -~

3 T %(O

i

RO o= T
O:g

Co O (o — @S O N

$§ 0r n o (Pre€adations) hr KT nKG6 (Equipments Required)
taraBé gosoG oNuGhl | U ey ndVné GIHDVDL D 46BN 2 Oa G6u C
6 Needi nzlrco 66 pe0¥,8 0 UtkGntéct + 6 nlzd
bar GROBS" 6n6 KzhAUN nYl UKIS oSz Bi )
SYTI EBOGHae s DNUNUNGG | U External $ 0F & dr dWrder t+ D a FYis @
SYr I mBOKGenfuy Nhr | K | $§s0] 400 Q6000 i
é,wﬂhagﬁrgwgi i USBij 600 Q60 O& 6¥1tLr 0 HS |
OUMN Y UANt ®B06 6 aokO | U T AUS NGk DO HY i )
nh ok NGND § K ks Kiar| | 0 KY 6 @Y KKco@Y$ UrK¥ o * DY
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THE SCHEDULE

[See section 63(4)(c)]
CERTIFICATE
PARTA
(To be filled by the Party)
I, (Name), Son/daughter/spouse of
residing/employed at do hereby solemnly affirm and

sincerely state and submit as follows:—

I have produced electronic record/output of the digital record taken from the following
device/digital record source (tick mark):—

Computer / Storage Media [ DVR[] Mobile [] Flash Drive [
CD/DVD [ Server [ Cloud L]  Other [
Other:

Make & Model: Color:

Serial Number:

IMEI/UIN/UID/MAC/Cloud 1D (as applicable)

and any other relevant information, if any, about the device/digital record  (specify).

The digital device or the digital record source was under the lawful control for regularly
creating, storing or processing information for the purposes of carrying out regular
activities and during this period, the computer or the communication device was working
properly and the relevant information was regularly fed into the computer during the
ordinary course of business. If the computer/digital device at any point of time was not
working properly or out of operation, then it has not affected the electronic/digital
record or its accuracy. The digital device or the source of the digital record is:—

Owned [] Maintained (]  Managed[]  Operated [J
by me (select as applicable).

[ state that the HASH value/s of the electronic/digital record/s is ,
obtained through the following algorithm:—

[ SHAL:

[ SHA256:

L] MDs:

[] other (Legally acceptable standard)

(Hash report to be enclosed with the certificate)

(Name and signature)
Date (DD/MM/YYYY):
Time (IST): hours (In 24 hours format)

Place:
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PARTB
(Tobe filled by the Expert)
I, (Name), Son/daughtet/spouse of

residing/employed at do hereby solemnly affirm and
sincerely state and submit as follows.—

The produced electronic record/output of the digital record are obtained from the following
device/digital record source (tick mark):—

Computer / Storage Media [] DVR [J Mobile [J Flash Drive []
cDDVD ] Server L] Cloud ] Other [

Other:

Make & Model: Color:

Serial Number:

IMEIUIN/UID/MAC/Cloud ID (as applicable)

and any other relevant information, if any, about the device/digital record (specify).

I state that the HASH value/s of the electronic/digital record/s is .
obtained through the following algorithm;—

(] SHAL:
(] SHA256:
(] MDs:

(] Other (Legally acceptable standard)
(Hash report to be enclosed with the certificate)

(Name, designation and signature)

Date DDMM/YYYY):
Time (IST): hours (In 24 hours format)
Place:
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4. Chain of Custody

Definition: Chain of Custody

Identification of the person or agency
having custody of evidence and the place
where the evidence is kept, in chronological
order, from the time the evidence is
collected to its destruction in a formal
written process. The record also reflects the
dates and reasons evidence is transferred
from one location or person to another.

Evidence: Property that may be related to a crime and/or that may implicate or clear a person
of a crime. It may be an object, a biological sample found on such an item or at a scene, or a
latent print on an item, or a cell phone or computer etc.

Evidence Collector: The person who initially took possession, custody or control of an item
for evidentiary purposes.

Evidence Custodian: The person who is responsible for evidence processing in a given
location (e.g., property and evidence room, hospital, court, crime laboratory). This person can
be an evidence collector or handler.

Evidence Handler: Any person who has had evidence in his possession at any given point of
time. A record of this handler must be kept in the chain-of-custody record.

Evidence Packaging, Documentation & Labelling:

The manner in which items with potential evidentiary value are wrapped, bagged, or boxed to
be preserved, documented, and labelled.

Basic Premises of Chain of Custody Documentation of Evidence
V The place where Physical evidence is located, Chain of custody documentation should
collected and analysed for the investigation and include the following:
prosecution of a criminal act. V A description of the evidence
V Documentation of Physical evidence to identify V Unique case identifier (e.g., FIR
all persons who have custody of evidence, and number, PS)

all the places were the evidence has been kept vV
from collection to destruction.

V Brief explanation for the transfer of custody
during the pendency of the case, (e.g., delivery
to laboratory, viewing of evidence by court,
viewing of evidence by 10).

V Limited access to the evidence storage facility
or location to assure that items of evidence
cannot be switched or tampered throughout the
chain of custody.

Where the evidence was collected

(i.e., location, address)

V' Where the evidence was stored (i.e.,
location, address)

V Person having in possession of the

evidence and for what purpose

V What was done to the evidence
(e.g., analysis or re packaging)

V Date and time of incident

V Date and time of collection
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Storage of Evidence
Temporary storage: Any

location evidence x
may be stored short term, 72 v
hours or less.

V
Long term or a more Vv
permanent storage: Any v
location evidence v
may be stored for more than

V
72 hours.

V

V

Documentation for Forwarding
Evidence to FSL

Forwarding Letter

Check List

FIR Copy

Seizure List

Sample seal of all the evidences

Supervision Notes

Post Mortem Report/Injury Report/Medico legal Report
DNA format (for DNA Cases)

Sketch of Crime Scene

Any other supporting document, which may be helpful in
the examination

Flow Chart of Chain of Custody

Identification, Collection,
Preservation of Evidence
at Crime Scene (By
Forensic Experts and
Investigation Officer)

Handover of Evidence
(By Forensic Experts to
the Investigation Officer)

Deposition of Evidences

Evidences (By Investigation in “Maalkhana”
) | Officer with the help of )| (By Investigation Officer)

Forensic Experts)

Documentation of

Handover the Evidences
to Expert/Scientist for
Analysis (By Laboratory
Assistant of Division)

Receiving Evidences in
concerned Division for
Analysis (By Laboratory
Assistant of Division)

Receiving of Evidences in Submission of Evidences

“FSL” for analysis to “FSL” for analysis via

(By Receipt Section of FSL) Special Messenger

(By Forwarding Officer)

l

Analysis of Evidences
(by Expert/Scientist of
Division)

Handover of Evidences to
Laboratory Assistant after
analysis (by Expert/
Scientist of Division)

Collection of Evidences Handover of Evidences to
by Special Messenger

after analysis

Investigation Officer
pmmmm—) | (by Special Messenger)

(by Laboratory Assistant

of Division/ Dispatch

Deposition of Evidences
in “Maalkhana” till further
order by Hon’ble Court
(by Investigation Officer)

Producing of Evidences in Submission of Evidences

G| “HON'ble Court” during in “Maalkhana”
hearing (by Investigation Officer)

(by Investigation Officer)
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EVIDENCE SUBMISSION FORM

Reference No.: Date:

Full Address of Submitting Agency:

Telephone No.# Email I’'D#

To,
The Director/Joint Director/ Deputy Director,
Forensic Science Laboratory, UP

XYZ.
Sir,
Case Information
With reference to Case No: Dated:
U/S: SIV:
PS: District:

I would like to state the following facts:
A. Brief detail of the case:

B. Description Of Exhibits:

Quantity/ . Seal .
S.No. Name of Number of Details of Impression(s) Queries rel_at_ed to
Sample S source the Exhibits
Exhibits
1
2
3
Soon

C. Authorised signatures of Special Messenger

N

D. Statement of Authorization:
| authorize SFSL/RFSL, XYZ to perform analysis on the specimens/evidences submitted
regarding the aforementioned case.

Date: Designation & Signature of
Place: Forwarding Officer with Seal
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Case No:
U/S:

PS:

Evidence Chain of Custody Tracking Form:

Date:
SIV:
District:

Description of Evidence

. . Description of ltem/Remark
[ ST QEILY (Condition, mark, model, serial no. etc.)
Chain of Custody
Released by Received by Purpose/
IFem/ D_ate/ (Name, Designation, | (Name, Designation, Comments/
Evidence time . ; :
Signature) Signature) Location
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Inventory Procedures

Security & Safety Facility

Location (e.g., shelf number or bin) where Providing a safe facility that limits access to
evidence is stored vulnerable evidence is the part of a secure
Date/time/identity of person who stored the chain of custody. Firearms and Narcotics
evidence and controlled substances should be secured

The removal and return of evidence from in a separate space from other evidence and

storage should also be mentioned.

access to same should be strictly enforced
and supervised.

Evidence Retention
U Evidence may be retained long term in a variety of circumstances. Regardless of
whether it was admitted as an exhibit at trial, must be retained for the duration of a
convicted person’s sentence and the parole and/or probation term.
U In serious crimes that are not solved in the immediate aftermath of a crime, the

evidence must be retained.

U Retention of exhibits post-conviction unless a judge orders otherwise.
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