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1 faoas wrf, TEw=)
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Te AW, YRd V&R 4 A Ui "WEA-24013/31/2015-
CSR-IV/CIS f&i® 13.01.2018 & wieqq ¥ WRER ®Hd #1 qwadg ik
R & vy § & weaned S @ 2 faed wwmrgdw q@
fawgarg W fwn-fdwr wfmfan €1 secteda @ fo fafis yer @
R el Jon d9wuge fewwd=, siwd wtwad wre, s
nfafafeal snfs & foq fafyre fdwwrow <gar ok whifws @ )
JAEEHAT Ygd B @ A A qwdel, wwiefs @R s
Tt % e @t g3 @ 4 3@ fawg @y Stosflo wiaw
H&A1-01/2016 fEAidw 8.1.2016, Slosioufas W@a-17/2016 foais 16.3.
16, <Slosito wftwa w&m 0672017 f5aiw 26.3.17 wd  <lowo qfeaw
e 0872017 feAi® 28.03.2017 %1 Wimfara =+ 78 Wy & wsifq
TEaRWdl % agey wiww fagel @ wfwfad @ ogw ow: B
s W iy frfa fsd -1 ®@ 3
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ST W@ ffaw & Sl ‘TS URER ®migw wwead
(Coordination) ¥’ Yfew weifds® ugodlowwo = qea W wifsd
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IR F A # IR GR da’ nfed fear wmwm fead wara
e d frigs/su-fritgs aa o+ e e 9w adam
mmmm&wmam%ﬂawmmmmﬁ
FUM T HON AR T YR G AT A faadwr @ wwey §
o yw wtm

gva_ditewn: frrod sk sriared:- |

M g A furd o gEmel @ aRm-mem § Qe
difear ® weaqel qfie @ T @) swel suwwar e viwar 9
Wﬁwqﬁﬁﬁw#mmg&mmﬁmmrﬁmﬁ,
Wﬂﬁmmﬁﬁhﬁmmﬁ,mmﬁ%ﬂﬁaﬁ,
srciter fafedt smals w@ stk afeansi/qaft = sdeda 3@ 4
AAfE FAl & fae ot fem W1 W@} @ IR e s
Tl TR TmEd o= w Wt ) W w9 4 T f
Facebook, Twitter, WhatsApp, Youtube, Instagram, Google+ 3ifs darerf =T
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a) FE:- Wi difem wo#t s @ feomd sk sest wfabear
w Waq Pt @9 wWw IS wratesl #) Advance Application
Social Media Analytics (AASMA) #1 w&dd9 fer w1 #1 w9
HH B IP address: http://117,247.255.218:33890 WX aEq  ®T Login
N gt @1 wA IS P Login ID wd Password (e :A) H
IqeTeY 2

b) Frefarei:-

i)  Blocking on Indian ISPs (¥< WTT)- onufasi=h wd L ECIET
Page/Profile/Post/Tweet/Video aifs fafea &9 vt wwg & 3971
Public Access Wehldl Block W 3g TWEER TUH AT uretfent
AT YIRd WHR & 99 @&-GSR 781(E) faid 27.10.2009
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WEEH B Block®W ¥ W ¥ A W il 6(2) W e
SIS gfad oeited g0 Atet U FEIE SRl S9&] PDF
BITA WS gEwM gfed T Mew  sfuwr) @ wem @
rde  anfpa/qu  wlenfdier = fFrefafe qﬁ/s‘—ﬂrvr L1
G

Group Coordinator

Cyber Law Division

Department of Electronics &
Information Technology,

6, C.G.0O., Complex, Lodhi Road
New Delhi-110003 /

E-mail ID- Cyberlaw@meity.gov.in,
gecyberlaws@ meity.gov.in

Wyt Feaf®T Wge W Facebook, Twitter, WhatsApp, Youtube,
Instagram, Google+ 3Nf% WigeW ! Block $¢ 941 IFd TR B
FEE B MER/ATEIE FE T F IEERTE FH G

a) gmEf-gd F<e=< &7 URL Address Bar '@W Copy & feran
|

b) smufee s ®2we w1 WAwe & fawm W

¢) IMufadsHe Fe-e Hl WER/AUAE wHE 9 dioy
H UgE °q SEiud WYE  Jedfen g @
Wed 3Tk w UR-91 J0%0d0 & IF=ria AU
ﬁwﬁ%mm@WPmtﬁrﬁzﬁmﬂﬁ
¥ v dr Wl
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Address/Data/Time(Time Zone Wfed) wem Tt fafere
Post, Massage, Tweet,Video 3Nk & fau aele =g
91 % IP Address/Data/Time (Time Zone 9f2a ) wra faar
S|

Social Media Sites @ FAM YT ®HW TH Block T qQ
19 E-mail ID R E-mail fFar Sma:-

Social Networking Sites | E-mail [D

TWITTER tw-le-requests@twitter.com

FACEBOOK records@fb.com

YOUTUBE lis-apac@google.com

GOOGLE+ lis-apac@google.com

INSTAGRAM ¥9 Site W Abuse Report e Website Tt

9w Form s 3w &t wr wadt 2

FLICKR ¥ Site W st fawgaw, & warw §

Abuse Report 9fsq it ghi

g)
h)

dfera =1 IP address, date, time W @1 @ gdygw feu
T time ® IST # wfaffa fem s sk fex Ip
address ® SMYR W fafgd ISP (Internet Service
Provider) 4 dfey & wary o EFI"]H BCE I
F wdaEl WU

3FT U -0 NICW & mail DR & 7 9|

e fedl TR yww # fadwm @ uen @i
ﬁﬁmmﬁmmmmm&ﬂﬁfm
O ®W 9 el URET ® sER Mutual Legal
Assistant Treaty (MLAT) & amfd wafwd  arel
AT ¥ Letter Rogatary (LR) Wra T CBI fesd
International Police Coopration Cell (IPCC) & wiemm
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S T W fRA W IPCC w1 owew gw
frafafea 2:-

Assistant Director, IPCC,

Office of CBI

Plot No 5-B, CGO Complex,

Lodhi Road, New Delhi-110003EPABX Board Nos: 011-
24360422/24360276

i) wem g fqid w1 veiteor-

iv)

fifeas o a1 favdwor & adodto uwwe wd
oR0fa0 # WENW wrst W yem yEw AW ustww @l
WAy ARt 6 ardodto 1 wrae @ wEim @ gy #
o &l Rufe o wdl 2 wfed ooy @ @iy faf= TR 9
ATl H ST T At eMdodlo wFe sgar sodofdo
el w1 IcdE B g U arfasl et # oW @t 3
(@ B)

faaem & 7 fefea om0 @ ¥ W wgy,
ﬁm,m,mm,mmmmmm
EBRIME a0 w6 omEvawal WA 2 Ur der ST @
e & fad=sl g0 w0 weEqf wiE ¥ dwed dg wia v
T fFl - ® d o faduwl sgen wdww afusfal ww
W fm 4 wea &t o st @ e FSL @ =i W ameft
e ¥ Towdr € gdt ) o ww giifvew wow s fE
EFSL, 9emR, sres ¥ fefvew Wil ww +@ & fau 49 WM
I ST & W g fraffa gow F wafuw 29 @ eEER
T JEyy @ 9N
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A o s w6 osew PRET wr wedstRr st
T IR % wem ¥ wwe seftwet Wt ot s wrd
ﬂzgﬁﬁiﬁﬁmmﬁﬁmmﬁsﬁwmﬁaﬁzw
%mmﬁwﬁwmﬁm,mf&rmmqa‘tmwtﬁmﬁ
awl w feg o duife sEaRt @ @ o owwe R
nfafafeal W sfEy @ @ faw ww ¥ fafrewe sdard @ s
e | |

9l Irtwa el &1 wg” ¥ sigwem givfyss w6

e -q gy

e W SR qfed WeifRy,

IEL_ Y29

e ey gfaw et/ s,

ErRE Gl

e aits qfew seftam/gfem ssiles (T 9)

SYe/AFA, 3@ g |

gfafata-frar =t gaTef AAvAF HaEl e A
. AR gfen weifrve, i9d, 30901

]
2. AW Yfaq wEIFRYE, a&-tel €amd, 3090/

3. gferm weifvd&s, wodiowwo, wHodoUwo, 090! |

4. 9HET et sifusrd, weew qfew traﬁéwsr 30901
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U AaTa-A (AASMA) ¥ wmfum @ifm sidoslo T EE @

i

disttgoutambuddhanagar@aasma.com

disttgoutambuddhanagar

Login ID of all Ranges:
SLNo. | Loging ID Password
| agrarange(@aasma.com agrarange
2 aligarhrange@aasma.com aligarhrange
3 allahabadrange@aasma.com allahabadrange
4 chitrakootdhamrange@aasma.com chitrakootdhamrange
5 moradabadrange@aasma.com moradabadrange
6 bareillyrange@aasma.com bareillyrange
7 devipatanrange(@aasma.com devipatanrange
8 bastirange@aasma.com bastirange
9 gorakhpurrange@aasma.com gorakhpurrange
10 kanpurrange@aasma.com kanpurrange
11 jhansirange@aasma.com jhansirange,
12 lucknowrange@aasma.com lucknowrarnige
13 faizabadrange@aasma.com faizabadrange
14 saharanpurrange@aasma.com saharanpurrange
15 azamgarhrange@aasma.com azamgarhrange
16 varanasirange(@aasma.con: varanasirange
17 mirzapurrange@aasma.com mirzapurrange
Distt of Meerut Range
SLNo. | Loging ID Password
1 disttmeerut@aasma.com disttmeerut
2 distthapur@aasma.com distthapur
3 disttghaziabad@aasma.com disttghaziabad
4 disttbaghpat(@aasma.com disttbaghpat
5
6

disttbulandshahr@aasma.com

disttbulandshahr
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Al Th—B
NATURE OF COMPLAINT APPLICABLE SECTIONS UNDER APPLICABLE
IT ACT 2008 SECTION UNDER
OTHER LAWS

Promotion of disharmony, enmity Sec 153A IPC
or feelings of hatred
Statements conducting public Sec 505(2) IPC
mischief
deliberate and malicious acts ' Sec 295 A IPC
intended to outrage the religious
feelings of any class by insulating
its religion
Mobile phone lost/stolen - Sec 379 IPC
Receiving stolen | Sec 66 B 3 years imprisonment | Sec 411 IPC
computer/mobile phone/data or Rs 1 lakh fine or both
A password Is stolen and used by | Sec 66 C 3 years imprisonment | Sec 419
fraudulent purpose or Rs 1 lakh fine or both Sec 420

An email is read by someone else | Sec 66 3 years imprisonment | Sec 66
by fraudulently making use of | or Rs 3 lakh fine or both

password

A biometric thumb impression is | Sec 66 C 3 years imprisonment
misused or Rs. 1 lakh fine or both

An electronic signature or digital | Sec 66 C 3 years imprisonment
signature is misused or Rs 1 lakh fine or both

A phishing e-mail is sent out in | Sec 66 D 3 years imprisonment | Sec 419 IPC
your name, asking for login | or Rs 1 lakh fine or both
credentials

Capturing publishing, or [ Sec 66 E 3 years imprisonment | Sec 292 IPC
transmitting the image of the | or Rs 2 lakh fine or both
private part without any person’s
consent or knowledge

Tampering with computer source | Sec 65 3 years’ imprisonment
documents or Rs 2 fakh fine or both

Data modification Sec 66 3 years’ imprisonment
or Rs 5 lakh fine or both

Sending  offensive  messages | Sec 66 3 years’ imprisonment Sec 500 / 504/ 506

through communication service IPC
Publishing or transmitting | Sec 67 3 years’ imprisonment | Sec 292 [PC
obscene material in and up to 10 lakh fine

Publishing or transmi'tting of | Sec 67A 5 years’ imprisonment | Sec 292 IPC
material  containing  sexually | and up to 10 lakh fine
explicit act in electronic form
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Sec 66 3 years' imprisonment |

17 Misusing a Wi-Fi connection for
acting against the state or Rs 5 lakh fine or both
18 Conducting a denial of service | Sec 66 3 years’ imprisonment
attack against a government | or Rs 5 lakh fine or both
computer 66F life imprisonment
19 Not allowing the authorities to | Sec 69 7 years’ imprisonment
decrypt all communication that
passes through your computer or
network
20 Intermediaries not providing | Sec 69 imprisonment up to 7
access to information stored on | years
their computer to the relevant
authorities
21 Blocking of websites Sec 69A imprisonment up to 7
years
22 Sending threatening messages by Sec 504 IPC
e-mail e
23 Sending defamatory messages by Sec 500 IPC
email _
24 Bogus websites, cyber frauds Sec 66D 3 years’ imprisonment | Sec 419 |PC
and fine up to Rs 1 lakh
25 Email spoofing Sec 66C 3 years’ imprisonment | Sec 465 IPC
and fine up to Rs 1 lakh Sec 468 IPC
26 Making a false document Sec 66D 3 years’ imprisonment | Sec 465 IPC
and fine up to Rs 1 lakh
27 Forgery for purpose of cheating Sec 66D 3 years’ imprisonment | Sec 468 IPC
and fine up to Rs 1 lakh
28 Forgery for purpose of harming | Sec 66D 3 years’ imprisonment | Sec 469 IPC
reputation and fine up to Rs 1 lakh
29 Punishment for criminal Sec 506 PC
intimidation ,
30 Criminal intimidation by Sec 507 IPC
anonymous communication
31 Copyright infringement Sec 66 3 years’ imprisonment | Sec 63, 63B
and fine up to 5 lakh or both Copyrights Act
1957
32 Theft of Computer hardware Sec 379 1PC
33 Online sale of drugs NDPS Act
Online sale of Arms Arms Act

34




